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Executive Summary

Project Background

The Ottawa Heart Institute Research Corporation and McGill University (together called the
ARCHIMEDES team in this assessment) jointly operate ARCHIMEDES?, a research data platform for heart
and brain health. ARCHIMEDES enables researchers and research organizations (Data Contributors) to
contribute coded datasets so that other researchers (Data Users) can use the data for their own
research. The data is made available through one of three different release tiers, which are open,
registered, and controlled. Each tier reflects progressively stronger governance, contractual, and identity
verification safeguards.

Scope of the Assessment

This privacy impact assessment (PIA) is not a legal opinion, but a good-practice assessment focused on
Ottawa Heart Institute Research Corporation’s (OHIRC) and McGill’s role in providing technical services
to Data Contributors, who retain control over the data they contribute. It should be considered accurate
as of August 31, 2025.

The PIA does not assess the compliance obligations of Data Contributors, who may be subject to a
variety of legislative or research-related requirements. Instead, the analysis focuses on the good-
practice privacy supports that the ARCHIMEDES team has built into the platform and program, and on
how OHIRC and McGill meet common privacy obligations in their roles as technical services providers.
This PIA should not be construed by a Data Contributor as a replacement for their own due diligence.
Data Contributors are encouraged to conduct their own assessments to confirm their own compliance
with applicable legal and research requirements.

Key Safeguards

Perhaps the most important privacy safeguard in this initiative is that all datasets must be contributed in
coded form according to Tri-Council Policy Statement: Ethical Conduct for Research (TCSP-2) standards,
meaning that direct identifiers such as names or health numbers are removed prior to submission. The
ARCHIMEDES team also works with Data Contributors to eliminate or transform other fields that present

1 This PIA refers to OHIRC and McGill as jointly providing the service to Data Contributors because they work
together to design and deliver it. However, OHIRC will hold the legal relationship with the Data Contributors, and

McGill acts as OHIRC's subcontractor.
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a high risk of re-identification (for example, embedded metadata from MRI images). The intent of this
requirement is to prevent a Data User from identifying the research participant?.

In addition to this key safeguard, the ARCHIMEDES team further requires the Data Contributor to
demonstrate that they have a valid legal authority to release their datasets as if they were identifiable.
This authority could be participant consent, a research ethics board waiver, enabling legislation, or a
determination that the data is not identifiable under applicable law.

The ARCHIMEDES team further deploys other privacy safeguards such as:

e Clear accountability — Data Contributors retain control over their datasets, including the
authority to decide whether and under what tier data may be released.

e De-identification supports — In addition to requiring coded data, the ARCHIMEDES team
provides information to Data Contributors related to data de-identification and provides support
for removing or perturbing high-risk fields.

e Confirmation of legal authority — The ARCHIMEDES team reviews consent forms and ethics
approvals, or other legal justifications if relevant to help the Data Contributor confirm that the
dataset’s release conditions align with the Data Contributor’s documented authority and the
chosen access tier.

e Across all access tiers, Data Users are explicitly prohibited from attempting re-identification or
re-contacting research participants.

By requiring clear authority for data release and applying safeguards on the assumption that data may
remain identifiable, ARCHIMEDES creates layered privacy protections. These protections are designed to
support but do not replace the Data Contributor’s obligations as the Data Contributor remains
ultimately accountable for the privacy of the research data they contribute.

Findings and Conclusion

Although Data Contributors are accountable for decisions they make about the data they contribute
including in which tier to release data, many may not have the expertise to accurately assess the
residual re-identification or how their authority for release aligns with the release models. As a result,
they may rely on the guidance and expertise that the ARCHIMEDES team provides them during the data
ingestion process. The key risk with this is that if data is not appropriately de-identified and the level of
re-identification risk is higher than expected, an unauthorized disclosure could occur. The Data
Contributor may attempt to hold the ARCHIMEDES team accountable. This underscores the importance
of the ARCHIMEDES team implementing clear de-identification processes, providing plain-language
materials to help Data Contributors understand the release tiers and the risks of re-identification, and

2 MD+A does not have the statistical expertise to assess the risk of re-identification associated with datasets with
identifiers remove. As such, MD+A makes no comment on whether the steps taken would be adequate to consider

the data de-identified or no longer PHI.
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ensuring Data Contributors explicitly acknowledge and sign off on those risks when selecting a release
model. In addition to this risk, this assessment identifies various other risks and makes
recommendations to help strengthen the privacy posture of the ARCHIMEDES program.

Page 6 Ma+aqa ;.
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1 Introduction

This privacy impact assessment (PIA) has been prepared for the Ottawa Heart Institute Research
Corporation (OHIRC) and McGill University (McGill) to assess the privacy-related risks to them associated
with the development and operation of the ARCHIMEDES data platform for heart and brain health
research.

The PIA is not a legal opinion, but a good-practice assessment focused on OHIRC’s and McGill’s roles in
providing technical services to Data Contributors, who retain control over the data they contribute. It
should be considered accurate as of August 31, 2025. The assessment examines how OHIRC supports
Data Contributors in managing their research data, including receiving, storing, managing, and disclosing
data in accordance with the Data Contributor’s instructions. It also considers McGill’s responsibilities as
a technical services provider to OHIRC, including hosting and supporting the ARCHIMEDES platform.

This PIA does not assess the compliance obligations of Data Contributors, who may be subject to a
variety of legislative or research-related requirements. Instead, it focuses on the privacy safeguards
and supports built into the ARCHIMEDES platform and program, and on how OHIRC and McGill meet
common privacy obligations in their roles as technical services providers. This assessment should not
be interpreted as a substitute for the Data Contributor’s own due diligence. Data Contributors are
encouraged to conduct their own assessments to confirm compliance with applicable legal and
research requirements.

2 Overview of the ARCHIMEDES Initiative

ARCHIMEDES is a research data platform developed to support the analysis, sharing, and reuse of
research data. It is operated jointly by the Ottawa Heart Institute Research Corporation (OHIRC) and
McGill University (McGill). The platform is designed to accommodate datasets contributed by Canadian
or international research organizations and to make those datasets available for further research and
analysis according to the permissions and release conditions specified by the data contributor.

Data Contributors upload research data to the platform, where they can use built-in tools and
computing infrastructure to conduct their own analysis within a secure private environment. Of note,
ARCHIMEDES does not support uploading direct identifiers such as an individual's name, civil address or
unique identifier such as their social insurance number or health number. Data Contributors remove
direct identifiers from the data prior to submission, and the ARCHIMEDES team recommends the
removal of high-risk quasi-identifiers such as a postal code, gender, or data of birth. In addition to
performing their own analysis, Data Contributors may choose to release some or all their data to other
researchers. The platform enables them to specify which data may be shared, the conditions under
which it can be accessed, and the appropriate access tier for each dataset. These decisions are informed
by applicable ethics approvals, consent documentation, and legal authority to share the data.

ARCHIMEDES supports three data release models that reflect increasing levels of identity verification,
governance oversight, and contractual commitment. These include an open access, registered access,
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and controlled access models. In the open access model, data is made publicly available to individuals
who self-assert that they are researchers and who accept a click-wrap agreement outlining the terms of
use. The registered access model requires users to be affiliated with a recognized research institution—
such as a university or private research organization—and to accept a standardized set of access
conditions via a click-wrap agreement. The controlled access model imposes the highest level of
oversight: users must be affiliated with an institution that has signed a data access agreement with
OHIRC and must submit a project-specific data access request for review and approval before access is
granted.

OHIRC supports Data Contributors in determining whether they are authorized to share research data
and in identifying the most appropriate release model. This includes reviewing supporting
documentation such as informed consent forms, research ethics board approvals, and other legal
justifications, and ensuring that datasets are appropriately coded. McGill provides additional support by
reviewing the structure and content of submitted datasets and recommending modifications to reduce
the risk of re-identification. Data Contributors retain control over which data are released, under what
conditions, and may change the access tier or withdraw data from further release at any time. However,
Data Contributors acknowledge that data already downloaded by approved users may continue to be
used under the conditions that were in place at the time of access.

2.1 Key Stakeholders and Users

The following table identifies the key stakeholders and users associate with ARCHIMEDES:

) L Access to
Stakeholder Role in Initiative
Data?
e Research organizations that enter into a Data Contribution
Agreement with OHIRC to contribute research data to
ARCHIMEDES
e Adesignated researcher (e.g., Principal Investigator) acts on
Data behalf of the organization to prepare and submit data y
. es
Contributors e The organization retains control over the dataset(s),

determines release conditions, ensures necessary approvals
are in place, and removes direct identifiers prior to submission

e May manage the dataset(s) independently or with support
from OHIRC and McGill
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. N Access to
Stakeholder Role in Initiative
Data?
e Researchers who access data through ARCHIMEDES under one
of the platform’s release models (i.e., controlled, registered, or
Data Users open) Yes
e Responsible for complying with applicable laws, ethics
approvals, and data stewardship obligations
e Provides ARCHIMEDES services along with McGill University
e Primary contracting party with Data Contributors and Data
Users
OHIRC? e Coordinates governance processes such as review of Yes

contributor documentation to confirm authority for data
release and selection of appropriate access tier

e Includes the Data Access Compliance Office (DACO) which is
the staff providing administrative support to the program

e Provides ARCHIMEDES services along with OHIRC
e Technical operator of the ARCHIMEDES platform

e Acts as a subcontracted technical services provider to OHIRC
McaGill
University

Provides the technical infrastructure such as the ARCHIMEDES  Yes
application and secure computing environment

e Supports Data Contributors by reviewing data structure and
providing recommendations to further reduce re-identification
risk

3 Note that this assessment refers to OHIRC and McGill collectively as the ARCHIMEDES team for simplicity.

reee? mMd+a &
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2.2 Information Flows
The following depicts a summary of the information flows associated with the initiative:

2.2.1 Data Contribution

(1) Data

Contribution (3) Data

Prepared for
Release

(2) Data
Agreement Uploaded

Submitted

(4) Final
(Quality) Check

Flow Description
e Data Contributor submits the Data Contribution Agreement for authorized Pls to
contribute data to ARCHIMEDES
1
e Data Contributor identifies researchers (i.e., principal investigators) authorized to
upload data
e Data Contributor User completes Data Contribution Form
e Specifies datasets and access tier (Open Access, Registered, or Controlled)
2 e Provides supporting documentation to DACO, including informed consent
materials or ethics board documentation
e Data uploaded via secure channels: SSL-encrypted web interface (RESTful API) or
SFTP for bulk transfers
3 e Data prepared for release in a private environment using either: (1) Full curation
with ARCHIMEDES managers, or (2) Handoff of pre-curated data with verification
4 e ARCHIMEDES Team performs final verification, including documentation review,
consent evaluation, de-identification, quality checks, and schema compliance

page 10 md+a
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2.2.2 Data Access
2.2.2.1 Open Access Model

(2) Agreement to

(1) Account Creation e

(3) Access to Data

Flow Description

e Data Users access the platform through a public website
1 e Creates username and password

e \Verifies their email address

2 e Agreesto a click through Terms of Use

e Gets access to the data

e Either downloads data or uses the ARCHIMEDES environment/analytical tools

Page 11 md+a &
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2.2.2.2 Registered Access Model

(1) Account Creation

(2) Account Verification

(3) Data Accessed

Flow Description

e Data Users goes to a private ARCHIMEDES URL
1 e Creates an account using their institutional credentials

e Verifies their email

e DACO verifies the Data Users Account, whether they are affiliated with an approved
organization that conducts a portfolio of scientific research

2
e If Data Users organization is not on the approved list Data User Agrees to a Registered
User Data Access Agreement by e-signature
e Once verified, Data User logs in through their authenticated account
3

e Either downloads data or uses the ARCHIMEDES environment/analytical tools

Page 12 md+a &
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2.2.2.3 Controlled Access Model

(1) Account Creation

(2) Research Verification

(3) Data Accessed

Flow Description
1 e Data Users navigate to the ARCHIMEDES website and create an account
e Submits a data access request for a specific research project
e Selects data sets that are of research interest
e Uploads supporting documentation
e The DACO receives applications and performs administrative review
? e DACO communicates the decision to the data users
3 e Data User gains access to data for specific research purpose
Page 13 :
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3 Privacy Analysis

This privacy analysis focuses on the risks related to the ARCHIMEDES’s team’s role in the privacy and
protection of research data contributed to and managed within the ARCHIMEDES platform.

For each risk identified, MD+A provides a risk rating and recommendations for achieving compliance and
strengthening privacy. MD+A has used a 5x5 methodology for rating risks based on the Health Insurance
Reciprocal of Canada, summarized in the diagram on the right and considered across a variety of impact
dimensions.

The following privacy standards were used for this analysis:

e Privacy Management Framework (principles developed jointly by the Canadian Institute of
Chartered Accountants and the American Institute of Certified Public Accountants
demonstrating compliance with good privacy practices).

3.1 Authority for Collection, Use, and Disclosure

Custodians are responsible for ensuring they have the legal authority to collect, use, or disclose PHI for
defined purposes. They in turn permit the solution provider through an agreement to use or disclose the
PHI for purposes related to providing the custodian with the service. Solution providers should ensure
that all PHI is handled in accordance with the custodian's instructions and that no independent
processing occurs outside those parameters.

Expected Safeguards:

Page 14 md+O i
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e The purpose(s) for which the solution provider may use or disclose information should be clearly
defined and communicated by the custodian (PMF #3)%.

Current State

Data Contributors are responsible for identifying the legal authority under which they contribute data to
ARCHIMEDES and make it available to other researchers through the selected release model (i.e.,
controlled, registered, or open). This authority may be based on participant-informed consent, REB
approval including consent waivers, regulatory authority, or by determining that the data has an almost
nil risk of re-identification.

The Data Contributor indicates the legal basis for making available each dataset on the Data
Contribution Form, and provides supporting documentation such as consent forms, REB approval, or
legal analysis. DACO reviews the material to confirm authority and alignment with the Data
Contributor’s chosen release model.

3.2 Governance and Accountability

3.2.1 Decision-Making

Custodians are ultimately accountable for making decisions about the PHI and how it can be collected,
used, or disclosed and the safeguards that must be in place. Solution providers support this by
designating internal leads for privacy and ensuring decisions that affect PHI are properly governed.
Technical services providers should demonstrate that privacy oversight is built into their structure and
that privacy leadership has the authority to act.

Expected Safeguards:

e The solution provider should assign a designated privacy contact to oversee privacy governance
and implementation across the organization (PMF #1).

e The solution provider should engage custodians when making decisions about the solution that
may impact the custodians (PMF #1).

Current State
Decisions related to the data

Data Contributors retain accountability and authority over the research data they contribute to
ARCHIMEDES. They are accountable for determining whether the data can be shared and through which
access tier (i.e., open, registered, or controlled). These decisions are based on the Data Contributor’s
own REB approvals, participant consent or legal authorities, and institutional policy (e.g., whether the
institution makes research data available to others). The Data Contributors also may change the

4 Each expected safeguard is followed by the reference to the applicable number from the Privacy Management

Framework.
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conditions of release (e.g., switching from open access to controlled access) or remove the data
altogether>.

Data Contributors are accountable for making decisions about the collection, use, and disclosure of their
contributed data, including the tier of release (open, registered, or controlled). Data Contributors are
also accountable for making decisions about which data elements should be removed to reduce the risk
of re-identification to a level that they find acceptable. While the ARCHIMEDES team does not make
these decisions, it plays an important role of supporting to Data Contributors in making an informed
choice. The ARCHIMEDES team assists Data Contributors by reviewing supporting documentation such
as consent forms, ethics approvals, or legal justification, by providing guidance on whether the selected
release tier aligns with the Data Contributor’s authority for data release, and by supporting the de-
identification process. The team also reviews data access requests for controlled access releases to
confirm that use of the data aligns with the Data Contributor’s expectations.

Despite the Data Contributor being accountable for decision-making, they may not have expertise in
legal authority or the risk of re-identification, and therefore rely on the support of the ARCHIMEDES
team. There is a risk that a Data Contributor may select a release tier that carries a higher risk of re-
identification than they understand or than is properly authorized. This could result in an unauthorized
disclosure.

If an unauthorized disclosure were to occur, there is a risk that the Data Contributor or research
participant could hold OHIRC and McGill accountable. To reduce this risk, the ARCHIMEDES team could
provide Data Contributors with plain-language information and supports describing the risks of re-
identification, the scope and limits of the de-identification support provided by ARCHIMEDES, and the
privacy safeguards including the identity verification associated with the release tiers. Data Contributors
would be required to acknowledge both the risks and the supports in the Data Contribution Agreement
and the Data Contribution Form. In addition, OHIRC and McGill could protect themselves through
liability and indemnification clauses and appropriate insurance coverage.

Observation Risk Risk Recommendations Implementation
Statement Level Status

Data 1. AData Likelihood: 1. Pprovide Data De-identification tools

Contributors Contributor  Low (2) Contributors with have been added to the

are may sele.ct 3 | \mpact: plain-language ARCHIMEDES website. In

accountable for release tier High (4) materials about re-  the ARCHIMEDES ‘

deciding on with a higher Framework, there is a

> Note that destruction would not apply to data that has already been disclosed and that destruction would be

governed by the terms of the agreement signed with the Data User.
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data release
tiers but may
lack expertise
in authority and
risk of re-
identification,
relying instead
on
ARCHIMEDES
team support.

risk of re-
identification
than they
understand
orthanis
properly
authorized,
potentially
resulting in
an
unauthorized
disclosure.
The Data
Contributor
may attempt
to hold
OHIRC and
McGill
accountable.

Level:
Medium

(8)

identification risks
and the scope and
limits of
ARCHIMEDES
support

Require explicit
acknowledgement
of these risks and
supports in the Data
Contribution
Agreement and
Data Contribution
Form

Review liability and
indemnification
clauses with legal
counsel, and review
insurance
requirements with
insurer

ARCHIMEDES

section on 9.4.3 Removal
of Select Identifiers and
13. Data Protection, 13.1
describing the Re-
identification Risk.

In the Data Contribution
Form (DCF), Data
Contributor Principal
Investigators commit that
data is either coded or
de-identified, and in the
case of de-identified data,
are required to provide a
signature confirmation
from an institutional
signing official.

The Data Contributor
Institutional Signing
Official (ISO), select
institutional
representatives (IRs), and
PIs have access to audit
logs that track all data
contributed and other
actions performed
through ARCHIMEDES
(e.g. manipulation and
release of data), at the
level of the user and their
role. This allows them to
review the data de-
identification measures
that have been applied to
data after its upload to
ARCHIMEDES.

The Governance
Framework has been
approved by the
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ARCHIMEDES

ARCHIMEDES Leadership
Committee.

The Data Hosting
Agreement between
McGill and OHIRC has
been finalized, and is
undergoing final legal
review by the McGill and
OHIRC legal teams, which
will be completed prior to
March 15t 2026.

Contributor-facing Terms
of Use are being finalized,
and will be reviewed and
approved but the McGill
and OHIRC legal teams
prior to March 1%t 2026.
These include both
platform terms of use and
more specific terms of
use which are specific to
the governance of the
data.

The Terms of Use inform
contributors of their
obligations in releasing
data through the “open
access” or “controlled
access” tiers of release.

Potential contributing
researchers and users will
further be provided with
user information and
onboarding packages that
detail their obligations in
contributing data for
release, and the
preconditions for doing
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Decisions related to the ARCHIMEDES service offering

ARCHIMEDES

so (i.e., core consent
elements, authorizations,
and how the data will be
shared). These will be
finalized prior to March
15t 2026.

Further, template
informed consent
materials and a
researcher-facing
Informed Consent Self-
Evaluation Tool have
been developed to help
researchers better ensure
that their data is suitable
for contribution through
ARCHIMEDES. These are
available now.

Such materials will be
further supplemented
using a simple, plain-
language guide for
researchers, which is
presently being drafted,
and will be finalized prior
to March 15% 2026.

The design and ongoing evolution of the ARCHIMEDES platform is the result of a joint service offering

developed collaboratively by OHIRC and McGill®. The organizations work together to ensure that the

platform’s features, governance processes, and workflows support Data Contributors’ privacy

obligations and reflect good privacy and data stewardship practices.

Key decisions about the program are made through a shared governance model. The ARCHIMEDES

Steering Committee provides strategic direction; the Joint Liaison Committee oversees operational

6 As discussed in Section 4.2.2, OHIRC has the agreement with the Data Contributor and McGill is a sub-contractor

to OHIRC. However, the two organizations work together to develop and evolve the service offering.
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implementation; and the Community Partners Committee informs long-term priorities and platform
development. These committees currently include representation from OHIRC and McGill senior
leadership, management, operations staff, and community members. At present, there is no formal
privacy representation on the Steering Committee. As the program evolves, a defined Terms of
Reference could be established for the Steering Committee that assigns clear accountability for privacy

and ensures privacy expertise is formally represented in decision-making. This will help strengthen
governance and ensure that privacy is embedded in the program’s strategic oversight.

To date, OHIRC has leveraged its internal privacy expertise in developing the service offering, and McGill
has engaged external consulting support with privacy and data governance expertise. This expertise has
been applied to tasks such as developing agreement templates, informing data release models, and
shaping the broader data governance plan.

Observation Risk Statement Risk Level Recommendations Implementation
Status

The Steering Without formal Likelihood: 4. Establish a The ARCHIMEDES

Committee privacy Low (2) Steering Joint Liaison and

currently'has no representation in Impact: Committee Steering

formal privacy governance, key Low (2) Terms of Committees have

representation or strategic Reference that  been combined.

defined Terms of decisions may not ~Level: Low explicitly This ensures broad

Reference assigning fully consider (4) assigns representation of

privacy
accountability.
Privacy expertise
has been engaged
ad hoc through
OHIRC internal
resources and

privacy risks or
obligations. This
risks the service
offering not
meeting Data
Contributor’s
privacy needs.

McGill’s external
consultants.

accountability
for privacy and
requires a spot
for privacy

representation

stakeholders, and
expertise
portfolios, in the
operational arms
of ARCHIMEDES.

Further, the
composition of the
Data Access
Committee (DAC)
has been amended
to incorporate
observer
representation
from OHIRC legal
and from privacy.
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The Data Access
Compliance Office
(DACO) interfaces
with OHIRC legal at
key touchpoints: in
the conclusion of
contractual
agreements
always, and in
performing the
review of consent
forms or other
authorizations in
those
circumstances
where the DACO
determines that
legal input is
required.

The documents
that govern DAC
and DACO
decision-making
have been updated
(i.e., the DAC
Evaluation Criteria,
the DAC Terms of
Reference, the
DACO Data
Contribution
Standard
Operating
Procedures (SOP),
and the DAC and
DACO Data Access
Request Standard
Operating
Procedure (SOP)
have all been

Page 21



Privacy Impact Assessment ARCHIMEDES

updated.

The final review
and approval of
each of these
documents by the
OHIRC and McGill
legal teams will
occur prior to
March 1%t 2026.

These further
mitigate the
associated risks
that ARCHIMEDES
Staff and the
DAC/DACO breach
privacy obligations,
in clearly
delineating and
bounding their
decision-making
criteria and
powers.

These measures
address the
foregoing risks in
integrating privacy
and legal
representation
and/or
consultation in the
bodies that
operationalize data
governance, and in
clearly specifying
their scope of
operation.

3.2.2 Agreements

Custodians are required to manage the privacy practices of their agents and vendors through contracts.
Solution providers support this obligation by entering into formal agreements that define the privacy

Page 22



Privacy Impact Assessment ARCHIMEDES

roles, describe the services of the solution provider or the purposes for which it can use or disclose PHI,
and outline the technical services provider’s responsibilities to safeguard privacy including notifying the
custodian when a breach is suspected. Technical services providers also should ensure that these
agreements reflect their operational realities and flow to staff and subcontractors.

Expected Safeguards:

e The solution provider should enter have agreements with the custodian that clearly define
privacy roles and responsibilities (PMF #6).

e The solution provider should extend contractual privacy obligations to any staff or
subcontractors who may access PHI (PMF #6).

Current State

The ARCHIMEDES team is revising the draft agreement framework and related terms in collaboration
with OHIRC’s legal counsel prior to offering the service.

Agreement between OHIRC and the Data Contributor

Each Data Contributor is required to enter into a Data Contribution Agreement (DCA) with OHIRC before
uploading any dataset to the ARCHIMEDES platform. A Data Contributor may submit multiple distinct
datasets (i.e., collections). For each collection, the Contributor must also complete a Data Contribution
Form that describes the dataset, specifies the intended release tier (Open, Registered, or Controlled),
and provides supporting documentation to justify the proposed release conditions.

The Data Contribution Agreement establishes the terms of the relationship between the Data
Contributor and OHIRC. In addition to various operational provisions, it requires the Data Contributor to
confirm that it has the legal authority to collect, use, and disclose the data, and to attest that the data
complies with the ARCHIMEDES Data De-identification Policy. However, current de-identification
practices within ARCHIMEDES remain informal and undocumented. (See Section X.X for a related risk
and recommendation.)

The draft Data Contribution Agreement does not include privacy obligations that are commonly imposed
on technology service providers. Examples of such obligations include:

e Arequirement to process data (i.e., collect, use, and disclose) solely for the purpose of
performing services for the Data Contributor;

e Arequirement to refer any requests for data outside the normal scope of formalized access
processes back to the Data Contributor;

e Adescription of key safeguards OHIRC must implement, such as mandatory privacy training for
staff; and

e Arequirement to notify the Data Contributor in the event of a privacy breach.

Failing to include these obligations risks OHIRC not meeting the privacy-related expectations of Data
Contributors which could undermine confidence in the service and negatively affect adoption.
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Observation

Data Contributors
sign a Data
Contribution
Agreement and
complete a Data
Contribution Form.
While the
agreement requires

Data Contributors to

confirm legal
authority and
compliance with the
de-identification
policy, the draft
agreement does not
include the breadth
of common privacy
obligations for
technical services
providers.

Risk Statement

3. Without
including
standard privacy
obligations (e.g.,
limits on use,
breach
notification,
safeguards),
OHIRC may fail to
meet the privacy-
related
responsibilities of
Data
Contributors and
negatively affect
adoption.

Risk Level

Likelihood: g

Low (2)

Impact:
Low (2)

Level: Low

(4)

Recommendations

Add obligations
in the Data
Contribution
Agreement
relevant to
OHIRC’s role as
a technical
services
provider (e.g.,
use limitation,
safeguards,
breach
notification)

ARCHIMEDES

Implementation
Status

The Data
Contribution
Agreement has
been rewritten. Its
final review and
approval from the
McGill and OHIRC
legal teams will
occur prior to
March 15t 2026.

The Data
Contribution
Agreement has
been revised
considerably to
incorporate
ongoing
notification and
“audit” rights for
Data Contributors,
which their named
institutional signing
officials can
exercise. Language
on limits of use,
breach notification,
and all other
standard data
protection and
“boilerplate”
clauses have been
added to the (i.e.,
Data Access
Agreement, Data
Contribution
Agreement, and
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Agreement between OHIRC and McGill

ARCHIMEDES

Data Hosting
Agreement).

McGill acts as a subcontractor to OHIRC to deliver the ARCHIMEDES platform. A services agreement is

being finalized to define the respective roles and responsibilities of both parties. Under this agreement,

McGill will be responsible for providing technical services (e.g., hosting, support) to OHIRC.

To ensure alignment, any privacy obligations that Data Contributors impose on OHIRC through the Data

Contribution Agreement need to be mirrored in the agreement between OHIRC and McGill. This would

ensure that downstream responsibilities are clearly allocated and a consistent level of privacy protection

is applied.

Observation

McGill acts as a

subcontractor to
OHIRC to deliver
the ARCHIMEDES

platform. A services

agreement is being
finalized to define
respective roles
and responsibilities
with McGill
responsible for
technical services
(e.g., hosting,
support).

Risk Statement

If privacy
obligations
imposed on OHIRC
through the Data
Contribution
Agreement are
not mirrored in
the agreement
between OHIRC
and McGill, there
is a risk of gaps in
accountability and
inconsistent
application of
privacy
protections.

Risk Level

Likelihood:
Low (2)

Impact:
Low (2)

Level: Low

(4)

Recommendations

6. Mirror privacy
obligations in
the agreement
between
OHIRC and the
Data
Contributors in
the agreement
between
OHIRC and
McGill

Implementation
Status

Section 9 of the
Framework
describes the
Requirements to
Contribute Data.
Section 13.2
describes the Data
Breach
Notification
process.

The Data Hosting
Agreement
between McGill
and OHIRC has
been finalized, and
is undergoing final
legal review by the
McGill and OHIRC
legal teams, which
will be completed
prior to March 15t
2026.
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It translates major
data protection
obligations from
OHIRC to McGill,
ensuring that
these obligations
are
operationalized.
This agreement
incorporates the
main data
protection law
obligations from
Ontario and global
data protection
legislation, as well
as clauses specific
to Canadian
bioethics
requirements.

Agreements between OHIRC and Data Users

OHIRC is also developing agreements for Data Users who access datasets through ARCHIMEDES. These
agreements will vary in format depending on the access tier but will be designed to ensure that data is
used only for approved purposes and in accordance with the conditions established by the original Data
Contributor.

The agreements are:

1. Controlled access — OHIRC will enter into a Data Access Agreement either with the researcher’s
institution (i.e., Library Card Data Access Agreement) or directly with the individual researcher
(i.e., Single-Use Data Access Agreement) if an institutional agreement is not in place. These
agreements will flow down the relevant privacy-related obligations from the Data Contributor to
the Data User. Key terms are expected to include restrictions on disclosure, prohibitions against
re-identification or linking datasets in a manner that increases re-identification risk,
requirements for breach notification, and limitations on the duration and scope of access.
Individual researchers will be required to acknowledge and agree to these conditions when
submitting the Data Access Request Form. As part of the request process, researchers will
confirm that they understand and will comply with the obligations, will use the data solely for
the approved research purpose, will implement appropriate safeguards, and will not attempt re-
identification or any unauthorized secondary use. There is a risk that the controlled access user
acknowledges the Library Card Data Access Agreement or Single-User Data Agreement without
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ARCHIMEDES

reviewing them and is not made fully aware of their obligations. It would be beneficial to

highlight key terms in the agreements such as restrictions against attempts to re-identify the

data with periodic reminders

2. Registered access — Data Users will agree to a click-wrap agreement at the time of account

creation. This agreement will include standard privacy terms such as restrictions on reuse or re-

identification and obligations to notify OHIRC of any breaches. While less formal than the Data

Access Agreement model, the click-wrap agreement will still bind Data Users to similar terms.

3. Open access — Data Users will agree to a click-wrap agreement when downloading the data. This

agreement will include standard privacy terms such as prohibitions on re-identification,

redistribution, or use of data for purposes inconsistent with research. While the terms will be

less comprehensive, the click-wrap agreement will nonetheless impose basic privacy terms and

promote responsible use.

Across all access tiers, the data access agreements and click wrap agreements are intended to reflect

and align with the Data Contributor’s original instructions. Nonetheless, until the Data Contribution

Agreement is finalized, there is a risk that the Data Access Agreements and click-wrap agreements may

become misaligned. If this occurs, OHIRC could fail to impose on Data Users the privacy obligations that

Data Contributors expect — most importantly: limiting use to authorized purposes, prohibiting re-

identification or handling/sharing of data in a way that increases re-identification risk, preventing

disclosure to unauthorized persons or organizations, and requiring prompt notification to OHIRC in the

event of a data breach.

Observation

OHIRC is
refining the
Data
Contribution
Agreements
which may have
downstream
impacts on the
data user
agreements
and click-wraps.

Controlled
access users are
required to

Risk Statement

5. If the data user

agreements and
click-wraps do
not align with the
agreements with
Data
Contributors,
there is a risk
that key privacy
safeguards will
not be imposed
on data users.

6. Ifacontrolled

access user does
not review the

Risk Level

Likelihood:
Very low
(1)

Impact:

High (4)

Level: Low

(4)

Likelihood:
Low (2)

Impact: (3)

Recommendations

7. Review the data
user agreements
and click-wraps
after finalizing the
Data Contribution
Agreement to
ensure relevant
privacy
safeguards are
imposed on data
users

8. Provide
controlled access
users reminders

Implementation
Status

The ARCHIMEDES
Terms of Use for
Data Access and
Contribution are
being finalized, and
will be prepared prior
to March 15t 2026.

These reminders are
in the Data
Contribution

Page 27



Privacy Impact Assessment ARCHIMEDES

acknowledge agreement, there Level: from time to time  Agreement and will
the access is arisk that they  Medium about their key be mirrored in the
agreements. are not aware of () obligations Contributor-Facing
key terms such as Terms of Use.
the restriction
against re- Numerous other
identifying de- safeguards also
identified data protect against this
risk.

Namely, each Data
Contributor Principal
Investigator who
submits data must
complete a
standalone Data
Contribution Form
for each Collection,
which requires them
to remain
accountable for data
use on the part of
each of their
assigned data users.
Their 1SO and
institutional
representatives are
able to audit and can
opt-into the
notification thereof,
as specified above.

The release of data
is restricted to
Principal
Investigators, and
requires their explicit
instruction to be
actioned.
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Agreements with staff

ARCHIMEDES

Both OHIRC and McGill have organizational confidentiality agreements in place that apply to staff
supporting the ARCHIMEDES platform and who may handle contributed data. However, these
agreements do not explicitly address the responsibilities that arise from their capacity as technical

services providers to Data Contributors. The risk is that staff may not be bound to their unique

obligations — most importantly, that in their technical services provider role they have no rights over

the contributed data. This risk could be reduced by requiring staff to periodically acknowledge these

unique obligations in addition to the general institutional confidentiality commitments already in place.

Observation

OHIRC and 7.

McGill staff are
subject to
institutional
confidentiality
agreements,
but these do
not explicitly
reflect their
role as
technology
service
providers to
Data
Contributors.

Risk Statement

Without specific
acknowledgement
of their technical
services provider
obligations, staff
may not fully
understand or be
bound to the
principle that they
have no rights over
contributed data.
This could create
ambiguity in
accountability and
increase the risk of
misuse.

Risk Level

Likelihood:
Low (2)

Impact:
Low (2)

Level: Low

(4)

Recommendations

9.

Supplement
organizational
confidentiality
agreements with
periodic
acknowledgements
of staff’s unique
obligations as
technology service
providers

Implementation
Status

ARCHIMEDES Staff
members have
undertaken a
training from the
OHIRC Privacy
Office that reflects
their specific role
as an agent.

Furthermore, all
ARCHIMEDES Staff
members will
undertake a 3h
external privacy
training in April.
The Kate Dewhirst
law firm will
deliver this
training, which is
specific to the
obligations of
health
professionals.

An updated SOP
for data breach
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prevention,
management, and
mitigation is being
finalized, which
clearly describes
which acts would
breach the data
protection
obligations of
ARCHIMEDES Staff,
in acting on behalf
of OHIRC, as an
agent.
ARCHIMEDES Staff
are required to
read, understand,
and acknowledge
this SOP. The final
draft of this SOP
will be reviewed
and approved by
the OHIRC and
McGill legal teams
prior to March 15
2026.

Role-based access
controls further
mitigate the
practical risk that
ARCHIMEDES Staff
will breach
OHIRC's data
protection law
obligations.

3.2.3 Policies and Procedures

Solution providers are responsible for establishing their own documented practices that demonstrate
how they meet the obligations set out by the custodian. These practices should reflect the provider’s
role in supporting — not directing — decisions about PHI use or disclosure. Solution providers should
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ensure their procedures are operationalized and integrated into their daily operations and technical
design.

Expected Safeguards:
e The solution provider should maintain internal privacy policies and procedures (PMF #1).

e The solution provider should review and update its privacy policies regularly and in response to
changes in services or client requirements (PMF #9).

Current State

Similar to the discussion in Section 3.2.2 on staff agreements, it can sometimes be difficult for staff to
understand how high-level organizational privacy policies apply in a specific program context. The most
significant example is privacy breach management. While both OHIRC and McGill have institutional
privacy policies that specify requirements such as notification timelines and escalation, the actual steps
to follow in the event of a breach may differ depending on the program. For ARCHIMEDES, a data breach
would likely require coordinated action between OHIRC and McGill. Without documented, program-
specific breach response procedures, there is a risk that organizational policies cannot be effectively
operationalized, leading to delays, inconsistent responses, or unclear accountability. Documented breach
management processes would provide clarity on roles, responsibilities, and coordination steps, helping
ensure a consistent and compliant response. This is particularly true in this instance where OHIRC and
McGill are acting as technical services providers rather than data custodians.

In addition to operationalizing organizational policies in the program through documented processes,
information handling processes while not strictly a privacy-related process can be more or less privacy
protective. The ARCHIMEDES team has developed a set of platform-specific procedures that support
operationalizing privacy across the data lifecycle. These procedures cover core informational processes
such as data intake and data release, and include standardized definitions for the platform’s access tiers
(Open, Registered, and Controlled). These documented workflows serve as important privacy-protective
artefacts.

At present, ARCHIMEDES does not have a formalized data de-identification policy or process although
the draft Data Contribution Agreement refers to such a policy. The ARCHIMEDES team requires Data
Contributors to remove direct identifiers but does not have formalized processes or criteria for
addressing additional identifiers (e.g., metadata embedded in image headers, date shifting, or other
perturbation methods). This creates a risk that de-identification will be applied inconsistently across
datasets. The Data Contributor remains accountable for ensuring appropriate de-identification, as
outlined in the draft agreement. However, many Data Contributors may lack expertise in de-
identification and may rely heavily on the guidance of the ARCHIMEDES team. Data Contributors may be
unable to accurately assess residual re-identification risks. The absence of formalized criteria increases
the risk of inconsistent de-identification, which could in turn lead to a Data Contributor making an
unauthorized disclosure. To reduce this risk, the ARCHIMEDES team would establish a formal de-
identification process with defined criteria that considers the context of each access tier (i.e., Open,
Registered, and Controlled).
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Data Contributors remain subject to their own organizational privacy policies and research ethics
requirements.

Observation Risk Statement Risk Level Recommendations Implementation
Status
Both OHIRC and 8. W.ithout clarity Likelihood:  10. Work with Section 13.2 of the
McGill maintain on the breach Very low OHIRC and Framework
organizational management (1) McGill privacy describes the Data
privacy policies and processes, there Impact: representatives Breah notification
procedures which is a risk the High (4) to document process. The UOHI
apply to all activities ARCHIMEDES ARCHIMEDES-
including team would not  Severity: specific breach Privacy
ARCHIMEDES, but effectively Low (4) management department has
which may not manage a processes (e.g., created specific

provide clarity on
how they are
operationalized in a

breach including
making notice
back to the Data

workflows,
escalation
protocols, etc.)

training for the
ARCHIMEDES team
and all members

program-specific Contributor or supporting
context particularly in overstep its ARCHIMEDES and
staff have

relation to breach

accountability as

completed this

management. technical
services training.
providers Additionally, all

ARCHIMEDES Staff
members will
undertake a 3h
external privacy
training in April.
The Kate Dewhirst
law firm will
deliver this
training, which is
specific to the
obligations of
health
professionals (as
specified above).

An updated SOP
for data breach
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Although Data
Contributors remain
accountable for de-
identification, they
may lack expertise
and rely on the
ARCHIMEDES team
for guidance.
Without a formalized
de-identification
policy or criteria, the
ARCHIMEDES team
may not consistently
support de-

There is a risk
that the Data
Contributor or a
research
participant may
hold OHIRC and
McaGill
accountable
were the data
later re-
identified.

Likelihood:

Low (2)
Impact:
High (4)

Level:
Medium

(8)

12. Formalize the
de-
identification
process
including to
reflect the
varying release
tiers

Please see Section
3.2.1 for related
mitigation
techniques.

ARCHIMEDES

prevention,
management, and
mitigation is being
finalized, which
clearly describes
which acts would
breach the data
protection
obligations of
ARCHIMEDES Staff,
in acting on behalf
of OHIRC, as an
agent.
ARCHIMEDES Staff
are required to
read, understand,
and acknowledge
this SOP. The final
draft of this SOP
will be reviewed
and approved by
the McGill and
OHIRC legal teams
prior to March 15%
2026 (as stated
above).

Data Contributors
may choose
between the
release of coded
data and the
release of de-
identified data. For
de-identified data,
the Institutional
Signing Official for
the contributor
organization is
required to
provide a signature
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identification to a attesting to the de-
level appropriate for identification of
the selected release the data.

tier. This may result

in datasets retaining The Data

a higher residual risk Contributor

of re-identification Institutional
than the Data Signing Official
Contributor expects (1S0O), select

or than is appropriate institutional

for the chosen tier. representatives

(IRs), and PIs have
access to audit logs
that track all data
contributed and
other actions
performed through
ARCHIMEDES (e.g.
manipulation and
release of data), at
the level of the
user and their role.
These audit logs
are available both
to the Data
Contributors and
to ARCHIMEDES
Personnel.

Further,
ARCHIMEDES Staff
provide technical
and operational
supportin
performing the de-
identification of
data, eliminating
identifiers that
create significant
risk, providing
support to users,
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ARCHIMEDES

and incorporating
automated
pipelines that
detect and
eliminate specific
higher-risk
identifiers. These
practices and
processes are
documented both
in the
ARCHIMEDES Data
De-identification
Policy, and in
documented
internal
processes.

Both the Data
Contribution Form,
and the final sign-
off on the
contribution of
data, require the
Data Contributor
Principal
Investigator to
provide firm
confirmation that
data is de-
identified, and to
be the individual
to authorize both
the addition of
users to the
platform, and the
final release of
data to third-party
users.
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3.2.4 Privacy Training and Awareness

Solution providers support privacy by delivering targeted training to all personnel with access to PHI,
reinforcing appropriate practices and responsibilities. They should foster a culture of privacy awareness,
where staff can identify and escalate concerns appropriately. Solution providers should also regularly
review and update their training content to reflect evolving privacy obligations and operational risks.

Expected Safeguards:

e The solution provider should provide role-based privacy training to staff with access to PHI,
tailored to their functions (PMF #1).

e The solution provider should deliver refresher training annually or whenever significant changes
to privacy practices occur (PMF #1).

e The solution provider should engage in privacy awareness activities (PMF #1).
e The solution provider review and update its training from time to time (PMF #1).
Current State

Both OHIRC and McGill have organizational privacy training programs that apply to staff involved in
supporting the ARCHIMEDES platform. These programs are delivered through institutional onboarding
processes and are refreshed annually to reinforce privacy obligations and good information-handling
practices.

In addition to these organization-wide programs, the ARCHIMEDES team is developing privacy
awareness materials to train their own team on how their privacy obligations differ in the context of
ARCHIMEDES (e.g., a ARCHIMEDES team is not acting as the custodian of the data) and has formalized
detailed support procedures (e.g., processes for confirming the release model corresponds to the Data
Contributor’s authority for release) that reinforce and standardize privacy practices. Having staff review
and acknowledge these materials are an important support in enabling their privacy-protective
behaviour. If this training and acknowledgement process is not implemented, there is a risk that staff
may misunderstand their unique obligations as technical services providers or inadvertently assume
responsibilities of a data custodian.

Observation Risk Statement Risk Level Recommendations Implementation
Status
The 10. If this training and Likelihood: 13 provide staff Information is in
ARCHIMEDES acknowledgement Low (2) with privacy the Terms of Use.
team is process is not Impact: awareness ARCHIMEDES staff
developing implemented, staff Low (2) materials that  will complete
privacy may misunderstand Severi staff privacy awareness
awareness their unique everity: acknowledge training on an
materials to obligations as Low (4) from time to annual basis.

Page 36



Privacy Impact Assessment

clarify staff
obligations in the
ARCHIMEDES
context (e.g.,
recognizing they
are technology
service providers

technology service
providers or
inadvertently assume
responsibilities of a
data custodian.

time (e.g.,
annually)

Please see Section
3.2.2fora
recommendation
related to

acknowledgements.

ARCHIMEDES

Internal privacy
training will be
completed by
February 6™,
2026, prior to any
data ingestion,
and external

and not
privacy training

custodians). will be pursued
subsequently by
employees and
agents involved in
carrying out the
ARCHIMEDES
programme to
further

credentials.

Select key project
members (i.e., the
Chair of the
ARCHIMEDES
DAC) will obtain
the CIPP-C privacy
certification.

Although Data Contributors are responsible for ensuring that their own staff are trained in accordance
with privacy and research ethics requirements, the ARCHIMEDES team provides privacy-supportive
materials to help Data Contributors embed privacy practices when using ARCHIMEDES. This includes
guidance on the differences between release models and supporting Data Contributors making
informed decision about how data will be shared. To further assist Data Contributors, the ARCHIMEDES
team will provide a set of foundational tools and materials such as data formatting standards, consent
language templates related for data sharing, and access to a de-identification resource hub that
provides educational content to help minimize re-identification risk. These materials support the Data
Contributor being more aware of their privacy-enabling accountabilities. Please see Section 3.2.1 and
3.2.2 for related risks and recommendations.

3.3 Consent

Custodians are responsible for establishing the legal authority to collect, use, or disclose PHI, including
obtaining and managing consent. Solution providers support this by implementing system features that
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enable enforcement of consent directives, such as masking or withdrawal. They must ensure their
systems can reliably reflect, respect, and act on the custodian’s consent configurations.

Expected Safeguards:

e The solution provider should support real-time updates to consent preferences, including full
withdrawal or partial restrictions (PMF #3).

Current State
Obtaining consent

The Data Contributor is accountable for ensuring that it has the legal authority to make research data
available to other researchers through the designated access model (i.e., controlled, registered, or
open). In most cases, this authority is based on participant consent, but as outlined in Section 4.1, it may
also be granted through research ethics board (REB) approval or permitted under applicable laws.

The ARCHIMEDES team does not play a role in obtaining consent from participants or in directly
communicating the purposes of data use. However, they support Data Contributors by providing
consent templates that can be used to frame participant-facing documents in a manner aligned with
ARCHIMEDES practices and release models. They also support by reviewing the consent documentation
that Data Contributor provides to ensure that the release model aligns with the consent received.

Although Data Contributors are responsible for ensuring that consent is knowledgeable, they may
struggle to clearly convey the potential risks of re-identification to participants. It is important that the
materials that the ARCHIMEDES teams provides as supports uses as plain language as possible to
support Data Contributors meeting with obligations.

Withdrawing consent

The platform does not store or process globally unique direct identifiers. As such, should a participant
withdraw consent, the Data Contributor would need to retain and manage a linkage file that maps
internal participant IDs to real-world identities to identify and request removal of that participant’s data.
Upon receiving such a request from the Data Contributor, the ARCHIMEDES team could purge the
relevant data from the platform. Importantly this removal is not retrospective. Data that has already
been downloaded by Data Users cannot be withdrawn from their environments.

3.4 Privacy Standards for Information Management

3.4.1 Limiting Collection, Use, and Disclosure

Custodians are required to limit collection, use, and disclosure of personal information to that which is
necessary for the identified purpose. Solution providers should design systems that enforce these limits
and prevent overcollection, over-access, or unintended sharing by building configurable access into their
solutions. They should also ensure that they have mechanisms in place to ensure that they are only
using or disclosing PHI for the purposes outlined in their agreement with the custodian.

Expected Safeguards:
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e The solution provider should provide functionality such as role-based access controls to support
the custodian in limiting collection, use, and disclosure of personal information (PMF #3).

e The solution provider should limit its use or disclosure of PHI to only what is required to deliver
the service (PMF #3).

Current State
The ARCHIMEDES team’s role in limiting collection, use, and disclosure

The ARCHIMEDES team has established internal safeguards to ensure that their own use and disclosure
of contributed data is limited to that which is required to support the ARCHIMEDES service. Each staff
member supporting the platform receives an individually provisioned user account with access limited
to the functions necessary for their role. Staff will be required to review privacy training materials
reinforcing their obligation to handle data only for approved operational purposes and to refrain from
any use or disclosure beyond what is necessary to support Data Contributors or facilitate access by Data
Users.

Please see 3.2.4 above for a related risk and recommendation.
The ARCHIMEDES team supports for Data Contributors in limiting collection, use, and disclosure

Although the Data Contributors are accountable for appropriately limiting collection, use, and disclosure
of the data they provide to ARCHIMEDES, the ARCHIMEDES team provides some supports to help them.
They require Data Contributors to submit only coded datasets according to the Tri-Council Policy
Statement: Ethical Conduct for Research (TCSP-2) standards. Contributed data must not include globally
unique direct identifiers such as names, health card numbers, or email addresses. The ARCHIMEDES
team also provides guidance and tools to help Data Contributors further reduce re-identification risk,
such as removing or masking high-risk quasi-identifiers, de-identifying metadata embedded in images,
and general techniques for obscuring sensitive temporal or geographic details. The ARCHIMEDES team
also anticipates providing Data Contributors with knowledge supports, such as access to a de-
identification resource hub. Finally, the ARCHIMEDES team anticipates providing Data Contributors with
reminders in the form of system notifications related to the risk of re-identification relevant to each tier
of the release model. These steps are important to help the Data Contributor understand the risk of re-
identification and to ensure they can make an informed decision about the tier at which their research
data will be released. Without these supports, there is an increased risk that the Data Contributor may
not fully appreciate the implications of releasing their data and could make an ill-informed decision.

Please see Sections 3.2.1 and 3.2.3 for related risks and recommendations.

To limit disclosure, the ARCHIMEDES platform enforces the Data Contributor’s selected release model
(i.e., controlled, registered, or open). The DACO reviews each dataset’s supporting documentation,
including consent forms and REB approvals, or OHIRC's legal counsel reviews the legal justifications
presented, to confirm that the proposed release model is aligned with the Data Contributor’s legal
authority. The ARCHIMEDES team then implements technical safeguards and workflows to ensure that
access to each dataset is restricted accordingly. For controlled access, they verify the identity and
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institutional affiliation of the requesting researcher and confirm that a signed Data Access Agreement is
in place. For registered access, Data Users must use their institutional email accounts and be affiliated
with a recognized research institution. The ARCHIMEDES team provisions accounts and permissions
based on these roles, ensuring that data is only accessible to appropriately vetted users in accordance
with the selected release model. These combined administrative and technical controls work together to
help limit collection, use, and disclosure.

3.4.2 Accuracy

Custodians are responsible for ensuring that personal health information is accurate, complete, and up
to date. Solution providers should support this by offering tools to support the custodians entering
accurate PHI and tools to correct it as necessary.

Expected Safeguards:

e The solution provider should include validation tools to support accurate entry of PHI and to
prevent errors (PMF #8).

e The solution provider should provide tools to allow the custodian to correct the information if
necessary (PMF #8).

Current State

Data should be as accurate as necessary and reasonably possible for the purpose for which it was
collected. This is especially important when data is used to make decisions about the individuals to
whom it relates. In the case of ARCHIMEDES, the data is used for research purposes rather than to make
decisions about individuals. Nonetheless, Data Contributors are responsible for ensuring that the data
they contribute is accurate and complete for analysis.

The ARCHIMEDES team provides tools and review steps to help Data Contributors maintain data
integrity during preparation. These include documentation, structured templates, and validation tools to
support conformance with required formats and standards. Data Contributors can also use a sandbox
environment to prepare and review their datasets before submission. Once data is submitted, the
ARCHIMEDES team performs a data quality check to confirm integrity which supports accuracy for
downstream analysis. If errors are later identified or data needs to be reclassified, Data Contributors
may submit revised datasets.

3.4.3 Retention and Disposal

Custodians may only retain PHI only as long as necessary and should securely dispose of it when no
longer required. Solution providers should enable clients to manage retention schedules and ensure
permanent, secure disposal processes. Technical services providers are expected to implement
automated tools and audit trails for disposal.

Expected Safeguards:
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e The solution provider should allow custodians to configure PHI retention schedules in line with
their policies and obligations (PMF #4).

e The solution provider should ensure that PHI is securely deleted or destroyed using industry-
standard methods when it is no longer needed (PMF #4).

e The solution provider should maintain detailed logs of all disposal activities and make them
available to the custodian (PMF #4).

Current State

Data Contributors determine how long their datasets remain available on the ARCHIMEDES platform.
While no fixed retention schedule is established, the intent is to retain data as long as it has research
value and remains consistent with the Data Contributor’s legal authority. Data Contributors may remove
or replace their datasets at any time by submitting an updated Data Contribution Form.

The platform supports secure and permanent destruction of datasets upon Data Contributor request.
When a dataset is withdrawn or replaced, the ARCHIMEDES team uses documented methods to ensure
complete removal from the operational environment including maintaining internal logs for traceability.

Data Users also have responsibilities related to data retention and destruction. Although the Data
Access Agreements for Controlled Access users include requirements to securely destroy the data once
it is no longer required, it is important to recognize that good research practices, as well as regulatory or
institutional policies in some cases, may require researchers to retain a copy of the data for an extended
period if it was used for research purposes, even after the dataset has been removed from the
ARCHIMEDES platform.

3.5 Privacy Operations
3.5.1 Patient Communications

Custodians are responsible for informing individuals about how their information is used and ensuring
transparency in data practices. Solution providers support this by providing supporting information or
space within the solution to deliver patient-facing privacy information where relevant.

Expected Safeguards:

e The solution provider should support the display of custodian-approved privacy notices within
the user interface of the system (PMF #2).

e The solution provider should allow custodians to customize messaging for their patients,
including consent explanations (PMF #3).

Current State

Data Contributors are responsible for communicating with participants, including explaining how their
data may be used or shared. The ARCHIMEDES team supports Data Contributors by offering consent
templates and other documentation that help them describe the ARCHIMEDES platform and its privacy
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safeguards. However, the Data Contributor continues to be accountable and responsible for how it
communicates with the research participant.

3.5.2 Access and Correction

Custodians are required to provide individuals with access to their PHI and a means to request
corrections. Solution providers support this by enabling patient access to PHI and mechanisms for the
custodian to update the record.

Expected Safeguards:

e The solution provider should enable custodians to grant individuals secure access to their PHI
through system interfaces or export tools (PMF #5).

e The solution provider should provide tools that allow custodians to update or annotate PHI and
maintain a history of changes (PMF #5).

Current State

Data Contributors are accountable for fulfilling access and correction requests related to participant
data. ARCHIMEDES stores a copy of the dataset submitted by the Contributor and is not the
authoritative source of the data. Therefore, it is unlikely that a Data Contributor would use ARCHIMEDES
to respond to an access or correction request.

However, if a Data Contributor retains a mapping between participant identities and the pseudonymous
IDs used in the contributed dataset, the ARCHIMEDES team could assist by locating the corresponding
record within ARCHIMEDES. In such cases, the Data Contributor would be responsible for confirming the
validity of the request and preparing a revised dataset if a correction is required. Once received, the
ARCHIMEDES team could replace the dataset.

3.5.3 Inquiries and Complaints

Custodians rather than the solution provider are required to respond to privacy-related inquiries and
complaints from individuals. Solution providers should support the custodian in responding.

Expected Safeguards:

e The solution provider should implement a process to direct patients to the custodian in the
event they receive an inquiry or complaint from a patient (PMF #9).

e The solution provider should cooperate with custodians if required to address an inquiry or
complaint (PMF #9).

Current State

Data Contributors are responsible for responding to privacy-related inquiries and complaints from
individuals, including questions about how their data was collected, used, or shared.

If OHIRC or McGill were to receive a complaint or inquiry from an individual, they would refer the matter
to the appropriate Data Contributor. Both organizations would be prepared to support the Data

Poee 2 Mdad+a

oo
o



Privacy Impact Assessment ARCHIMEDES

Contributor’s response by identifying the relevant dataset, confirming how it would have been handled
within the platform, or providing other relevant details as needed.

3.6 Breach Management

Custodians are responsible for breach containment, notification, and remediation. Solution providers
should identify, escalate, and report any incidents involving PHI without delay. They should also support
custodian-led investigations and provide relevant logs and impact assessments.

Expected Safeguards:

e The solution provider should maintain an internal breach response plan that outlines roles,
responsibilities, and escalation procedures (PMF #7).

e The solution provider should notify custodians as soon as reasonably possible upon detection of
any breach or potential breach of PHI (PMF #9).

Current State

Data Contributors would remain responsible for managing any breach related to their own data. If a
breach or potential breach were to occur within the ARCHIMEDES platform or by a member of the
ARCHIMEDES team, OHIRC would be responsible for escalating and reporting the incident to the
relevant Data Contributors and reserves the right in the Data Contribution Agreement to notify
regulators. If such a breach were to occur, OHIRC would notify the affected Data Contributor and would
support the response by providing system logs, audit trails, or technical assessments to help determine
scope and impact. Both OHIRC and McGill maintain institutional breach response processes which would
also relate to ARCHIMEDES.

Please see Section 3.2.3 for a related risk and recommendation.

3.7 Assurance and Risk Management

3.7.1 Logging and Auditing

Custodians should monitor access to PHI to ensure it is appropriate and to detect misuse. Solution
providers support this by logging all relevant system activity and making these logs available for review.

Expected Safeguards:
e The solution provider should log all system access and changes to PHI (PMF #7).

e The solution provider should provide tools for custodians to generate, review, and export access
audit logs (PMF #9).

e The solution provider should retain logs for a defined period aligning with the custodian’s
requirements (PMF #9).

Current State
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ARCHIMEDES supports oversight and accountability by maintaining logs of system access and user
activity. McGill logs all relevant platform interactions including user logins as well as actions involving
datasets (e.g., data uploads, downloads, modifications, and deletions). The logs contain the relevant
information If a concern were to be raised, the ARCHIMEDES team would be able to provide the relevant
logs to the affected Data Contributor to support their review, noting that the Data Contributor may
require support in interpreting the logs since audit report capability does not exist on the solution.

Audit of the ARCHIMEDES’ team access to data in ARCHIMEDES is subject to their existing respective
organizations’ institutional processes.

3.7.2 Reviews and Operational Audits

Solution providers periodically evaluate the effectiveness of their privacy programs, both to fulfill
contractual obligations and to demonstrate ongoing accountability. Solution providers are expected to
conduct internal reviews and support client audits as needed.

Expected Safeguards:
e The solution provider should perform regular internal reviews of its privacy program (PMF #9).

e The solution provider should support external audits or assessments initiated by the custodian
(PMF #9).

Current State

OHIRC and McGill’s organizational privacy review processes would apply to all activities including
ARCHIMEDES. In addition, the ARCHIMEDES Steering Committee, Joint Liaison Committee, and
Community Partners Committee all contribute to reviewing and refining the overall service model
including privacy and data governance safeguards. These committees include representatives from
senior leadership, operations, and community stakeholders, and engage privacy representation from
OHIRC as required.

Please see section 3.2.1 for a related risk and recommendation.
3.7.3 Privacy Impact Assessments

Custodians conduct PIAs to evaluate the privacy risks of systems they use. Solution providers support
this by conducting internal assessments of their own design and providing documentation to clients.
Solution providers can also use the results to inform their solution design.

Expected Safeguards:

e The solution provider should conduct internal PIAs for new systems, major changes, or features
involving PHI (PMF #1).

e The solution provider should document the results of its assessments and share relevant
content with the custodians (PMF #9).
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e The solution provider should support the custodian as necessary in completing their own
assessment (PMF #1).

Current State

The ARCHIMEDES team provides documentation such as descriptions of services, privacy safeguards,
and governance structures to help Data Contributors understand how ARCHIMEDES operates. This
support is informational only and does not constitute legal advice, a privacy assessment of any dataset,
or an evaluation of a Data Contributor’s compliance with their own legal obligations. Data Contributors
remain solely responsible for conducting their own privacy assessments and determining the legal
authority and obligations that apply in their jurisdictions.

3.8 Information Security

Custodians rely on solution providers to maintain safeguards that protect PHI from unauthorized access,
loss, or misuse. Solution providers should implement security controls aligned with industry standards
and support client assurance and oversight. Providers are responsible for embedding security into
system architecture and operations.

Expected Safeguards:
e The solution provider should maintain a comprehensive information security program (PMF #7).

e The solution provider should regularly review its security program and security test its solution
(PMF #7).

Current State

McGill is responsible for the technical infrastructure and hosting of the ARCHIMEDES platform. Its
institutional information security program applies to ARCHIMEDES and includes administrative, physical,
and technical safeguards intended to protect against unauthorized access, loss, or misuse of data. A
third party conducted a formal Threat and Risk Assessment (TRA) for the ARCHIMEDES platform.

We note that this privacy assessment did not include an information security review. We provide no
opinion on its overall effectiveness.
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4 Summary of Risks and Recommendations
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Observation Risk Statement Risk Level Recommendations Implementation Status
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Data
Contributors
are
accountable
for deciding on
data release
tiers but may
lack expertise
in authority
and risk of re-
identification,
relying instead
on
ARCHIMEDES
team support.

11.A Data

Contributor may
select a release
tier with a higher
risk of re-
identification than
they understand
or than is properly
authorized,
potentially
resulting in an
unauthorized
disclosure. The
Data Contributor
may attempt to
hold OHIRC and
McGill
accountable.

Likelihood:

Low (2)
Impact:
High (4)

Level:
Medium

(8)

14.

15.

16.

Provide Data
Contributors with
plain-language
materials about re-
identification risks
and the scope and
limits of
ARCHIMEDES
support

Require explicit
acknowledgement
of these risks and
supports in the
Data Contribution
Agreement and
Data Contribution
Form

Review liability and
indemnification
clauses with legal
counsel, and
review insurance
requirements with
insurer

ARCHIMEDES

De-identification tools
have been added to the
ARCHIMEDES website. In
the ARCHIMEDES
Framework, there is a
section on 3.3 Removal of
Select Identifiers and
section 9.1 Risk of Re-
identification

In the data contribution
form (DCF) agree that data
considered non-
identifiable according to
applicable bioethics
guidance and data
protection law.

The Framework and Data
Hosting Agreement are
being reviewed and
approved by UOHI and
McGill legal team

Contributor-facing terms
of use and informational
materials are being
compiled which will:

i. Informthe
user of the
requirements
and outcomes
of the “open”
and
“controlled”
release of
data,
respectively

ii. Provide
potential
contributing
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Observation

Risk Statement Recommendations

ARCHIMEDES

Implementation Status

researchers
with an
information
sheet that
details the
requirements
and the
implications
applicable to
data
contribution
(i.e., core
consent
elements,
authorizations,
and how it will
be shared).
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Observation Risk Statement Risk Level Recommendations Implementation Status
The Steering  12. Without formal  Likelihood: 17, Establish a Steering  ARCHIMEDES Joint Liaison
Committee privacy Low (2) Committee Terms  and Steering Committees
currently has representation in Impact: of Reference that  are being combined, and
no formal governance, key | 2) explicitly assigns the Committees Terms of
privacy strategic decisions accountability for ~ Reference is being
representation may not fully Level: Low privacy and updated and approved.
or defined consider privacy (@) requires a spot for

Terms of risks or privacy

Reference obligations. This representation

assigning risks the service

privacy offering not

accountability. meeting Data

Privacy Contributor’s

expertise has privacy needs.

been engaged
ad hoc through
OHIRC internal
resources and
McGill’s
external
consultants.
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Observation Risk Statement

Data
Contributors

13. Without including
standard privacy

sign a Data obligations (e.g.,
Contribution limits on use,
Agreement and breach

complete a notification,
Data safeguards),
Contribution OHIRC may fail to
Form. While meet the privacy-

the agreement related

requires Data responsibilities of
Contributors to Data Contributors
confirm legal and negatively
authority and affect adoption.
compliance

with the de-

identification

policy, the

draft

agreement

does not

include the

breadth of

common

privacy

obligations for

technical

services

providers.

Risk Level

Likelihood:
Low (2)

Impact:
Low (2)

Level: Low

(4)

Recommendations

18. Add obligations in
the Data
Contribution
Agreement
relevant to
OHIRC’s role as a
technical services
provider (e.g., use
limitation,
safeguards, breach
notification)

ARCHIMEDES

Implementation Status

Data Contribution
Agreements are being
revised with edits and
approval from UOHI and
McGill legal teams

Data contribution form
has been amended and
updated.

User-facing terms of use
have been updated to
reflect core data
protection and data
governance obligations in
simple language.
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Observation

McGill acts as a
subcontractor
to OHIRC to
deliver the
ARCHIMEDES
platform. A
services
agreement is
being finalized
to define
respective
roles and
responsibilities
with McGill
responsible for
technical
services (e.g.,
hosting,
support).

OHIRC is
refining the
Data
Contribution
Agreements
which may
have
downstream
impacts on the

Risk Statement

14.

15.

If privacy
obligations
imposed on
OHIRC through
the Data
Contribution
Agreement are
not mirrored in
the agreement
between OHIRC
and McGill, there
is a risk of gaps in
accountability and
inconsistent
application of
privacy
protections.

If the data user
agreements and
click-wraps do not
align with the
agreements with
Data
Contributors,
there is a risk that
key privacy

Risk Level

Likelihood:
Low (2)
Impact:

Low (2)

Level: Low

(4)

Likelihood:
Very low

(1)
Impact:

High (4)

Level: Low

(4)

Recommendations

19.

20.

Mirror privacy
obligations in the
agreement
between OHIRC
and the Data
Contributors in the
agreement
between OHIRC
and McaGill

Review the data
user agreements
and click-wraps
after finalizing the
Data Contribution
Agreement to
ensure relevant
privacy safeguards
are imposed on

ARCHIMEDES

Implementation Status

Section 3 of the
Framework describes the
Requirements to
Contribute Data. Section
9.2 describes the Data
Breach Notification
process. The Framework is
in the final stages of being
edited and reviewed.

The data hosting
agreement between
McGill and OHIRC
translates major data
protection obligations
from OHIRC to McaGill,
ensuring that these
obligations are
operationalized.

The ARCHIMEDES Terms of
Use for Data Access and
Contribution are being
updated as well as the
Data Contribution
Agreement

data user safeguards will data users
agreements not be imposed
and click- on data users.
wraps.
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Observation Risk Statement Risk Level Recommendations Implementation Status
Controlled 16. If a controlled Likelihood: 21, provide controlled  These reminders are in the
access users access user does  Low (2) access users Terms of Use and in the
are required to not review the Impact: (3) reminders from agreements
acknowledge agreement, there time to time about
the access is arisk that they ~ Level: their key
agreements. are not aware of ~ Medium obligations

key terms such as (6)

the restriction

against re-

identifying de-

identified data
OHIRC and 17. Without specific Likelihood: ' 27 sypplement The ARCHIMEDES Terms of
McGill staff are acknowledgement Low (2) organizational Use for Data Access and
subject to of their technical Impact: confidentiality Contribution are being
institutional services provider Low (2) agreements with updated as well as the
confidentiality obligations, staff periodic Data Contribution
agreements, may not fully Level: Low acknowledgements Agreement
but these do understand orbe  (4)

not explicitly
reflect their

bound to the
principle that they

of staff’s unique
obligations as
technology service

role as have no rights providers
technology over contributed
service data. This could

providers to
Data
Contributors.

create ambiguity
in accountability
and increase the
risk of misuse.
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Observation

Both OHIRC
and McaGill
maintain
organizational
privacy policies
and
procedures
which apply to
all activities
including
ARCHIMEDES,
but which may
not provide
clarity on how
they are
operationalized
in a program-
specific context
particularly in
relation to
breach
management.

Risk Statement

18. Without clarity on

the breach
management
processes, there
is a risk the
ARCHIMEDES
team would not
effectively
manage a breach
including making
notice back to the
Data Contributor
or overstep its
accountability as
technical services
providers.

Risk Level

Likelihood:
Very low

(1)

Impact:
High (4)

Level: Low

(4)

Recommendations

23.

Work with OHIRC
and McGill privacy
representatives to
document
ARCHIMEDES-
specific breach
management
processes (e.g.,
workflows,
escalation
protocols, etc.)

ARCHIMEDES

Implementation Status

Section 9.2 of the
Framework describes the
Data Breah notification
process. The ARCHIMEDES
team continues to work
with legal and privacy
representatives in creating
ARCHIMEDES documents

ARCHIMEDES is in the
process of finalizing a
Breach Management
protocol distinct from
those of OHIRC and McGill,
which account for its
particularities.
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Although Data
Contributors
remain
accountable
for de-
identification,
they may lack
expertise and
rely on the
ARCHIMEDES
team for
guidance.
Without a
formalized de-
identification
policy or
criteria, the
ARCHIMEDES
team may not
consistently
support de-
identification
to a level
appropriate for
the selected
release tier.
This may result
in datasets
retaining a
higher residual
risk of re-
identification
than the Data
Contributor
expects or than
is appropriate
for the chosen
tier.

19. There is a risk that

the Data
Contributor or a
research
participant may
hold OHIRC and
McGill
accountable were
the data later re-
identified.

Likelihood:
Low (2)

Impact:
High (4)

Level:
Medium

(8)

24. Formalize the de-
identification
process including
to reflect the
varying release
tiers

ARCHIMEDES

These processes are
detailed in the Terms of
Use and described in the
Framework in section 9.1
Re-identification Risk. De-
identification steps will
depend on the data and
the Principal Investigator
and their team are
responsible for de-
identifying their data prior
to contribution.
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Observation

The
ARCHIMEDES
team is
developing
privacy
awareness
materials to
clarify staff
obligations in
the
ARCHIMEDES
context (e.g.,
recognizing
they are
technology
service
providers and
not
custodians).

Appendix A: Risk Framework

Risk Statement

20. If this training and

acknowledgement
process is not
implemented,
staff may
misunderstand
their unique
obligations as
technology
service providers
or inadvertently
assume
responsibilities of
a data custodian.

Risk Level

Likelihood:

Low (2)

Impact:
Low (2)

Severity:
Low (4)

Recommendations

. Provide staff with

privacy awareness

materials that staff
acknowledge from
time to time (e.g.,

annually)

ARCHIMEDES

Implementation Status

Information is in the
Terms of Use.
ARCHIMEDES staff will
complete privacy
awareness training on an
annual basis.

Both organization-internal
privacy training, and
external privacy training
will be pursued by
employees and agents
involved in carrying out
the ARCHIMEDES
programme.

Select key project
members (i.e., the Chair of
the ARCHIMEDES DAC) will
obtain IAPP privacy.

The risks in this privacy assessment have been assessed using a framework adapted from HIROC’s risk

matrix.
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Very high 5
High a
Medium 3 Low 1-4
Medium 5-10
Low ’ High 12-16
Very low 1 Very High 20-25
1 2 3 4 5
Very Low Low Medium High Very High
Likelihood

When assessing the likelihood of the risk occurring, the following guide will be used:

Category  Very low Low Medium High Very high

Broad o Will e Do not expect it| e Might e Will probably | e Will

descriptors probably to happen or happen/recur undoubtedly
never happen/recur recur happen/recur,
occur/recur but it is possible|  occasionally possibly

frequently
Probability | ¢<0.1% ¢0.1-1% ¢ 1-10% ¢ 10-50% *>50%
Impact

When assessing the impact of a risk occurring, the following guide will be used:

Dimension Very Low Low Medium High Very High
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Physical/ e Minimal harm, e Minor harm, e Moderate e Major harm e Incident
psychologica, no/minimal minor harm, leading to long- may lead to
| harm intervention or,  intervention professiona term incapacity death
treatment required I disability « Multiple
interve?ntio e Mismanagemen permanent
n required t of patient care instances of
e Small with long-term harm,
number of effects irreversible
patients health
effects
elarge
number of
patients
Financial loss| eSmall loss ¢ 1% of project e 1-2% of ¢ 2-5% of project | ¢>5% of
budget project budget project
budget budget
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Reputation e Rumours e Local media e Local media e National media | e National
with « Potential coverage (short coverage coverage (short-  media
stakeholders stakeholder term) (sustained) term) coverage
(including: concern e Elements of e Short-term | e Potential for (sustained)
community, stakeholder reductionin  political e Political
donor, expectation not stakeholder  involvement interventio
media, gov't, being met confidence « Longer-term n
public, reduction in o Sr. leader
Participants) stakeholder termination
confidence e Long-term
reduction in
stakeholder
confidence
Compliance | e Minor e Recommendation e Orders e Multiple e Gross
noncomplianc s to comply by a issued, statutory failure to
e with regulator report breaches meet
statutory duty « Repeated failures required by | /noncompliance  standards
e Failure to to meet external a regulator with external e Maximum
meet external standards standards fines
standards or e Prolonged
follow inspection,
protocol significant
findings
e Prosecution
initiated for
non-compliance
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ARCHIMEDES

Appendix B: Glossary

Acronym / Term

Full Term / Description

Access Tier

ARCHIMEDES

DAA

DAC

DACO

Data Contribution
Agreement

Data Contribution
Form

Data Contributor

Data User

DCA
DCF

Library Card DAA

The model under which data is shared (i.e., open, registered, or controlled)

Name of the research data platform jointly supported by OHIRC and McGill
for heart and brain health research

Data Access Agreement — applies to controlled access users; may be
institutional or individual (see below)

Data Access Committee — supports review of controlled access requests (may
be referenced in some governance contexts)

Data Access Compliance Office — team that reviews contributor
documentation and confirms release alignment

Agreement signed by the Data Contributor to govern submission and use of
datasets on ARCHIMEDES

Document completed by the Data Contributor describing the dataset, the
selected release tier, and the legal authority for sharing

Organization and/or researcher submitting coded research datasets to
ARCHIMEDES

Researcher who accesses data from ARCHIMEDES under open, registered, or
controlled models

Data Contribution Agreement
Data Contribution Form

Library Card Data Access Agreement — institutional agreement for repeated
or ongoing controlled data access

McGill McGill University — technical services provider to OHIRC for the ARCHIMEDES
platform
MD+A MD+A Health Solutions
OHIRC Ottawa Heart Institute Research Corporation — primary contracting party for
ARCHIMEDES
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PHI Personal Health Information

Principal Investigator — individual researcher authorized to act on behalf of

Pl

the Data Contributor
PIA Privacy Impact Assessment
Single-Use DAA Single-Use Data Access Agreement

Single-Use Data Access Agreement — for individual researchers seeking

Single-Use DAA ] o
access to controlled datasets without an institutional agreement
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