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DOCUMENT CONTROL

Delta TRA Update (Changes Since Version 1.0)
This updates documents changes to the ARCHIMEDES Platform and its operating context since the

baseline Threat Risk Assessment (Version 1.0, dated 16-10-2025). The intent is to re-evaluate only the
items impacted by confirmed changes (architecture, integrations, data flows, controls, operations, and
governance), and to confirm whether prior risks, findings, and recommendations remain valid.

¢ Inscope for delta review: changes to hosting/network topology, authentication/authorization,
encryption, logging/monitoring, backup/DR, third-party services, interfaces/APIs, data
classifications/flows, and administrative processes that affect the risk posture.

e Out of scope for delta review: areas with no material change since v1.0 (unless required to
validate dependencies or risk linkages).

o Basis of update: updated architecture and design artefacts, change records, stakeholder
interviews/workshops, and evidence of control implementation where provided.
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DISCLAIMER

It should be noted that in the limited time allocated for the project, Calian could not possibly attempt to
identify all known vulnerabilities. Management should be aware that a dedicated malicious person (or
group), capable of committing extended time and sufficient material resources to the task of hacking the
ARCHIMEDES, may eventually succeed in breaching the security resulting from exploiting known and/or
newly discovered vulnerabilities or configuration changes performed on hospital computers and/or
networks. It should also be noted that this report was not an audit and more of an opinion based on
industry knowledge. Beyond the documentation that was provided and listed in the Appendix of this
document, the information provided during the interview was not validated for accuracy.
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1 EXECUTIVE SUMMARY

1.1 BACKGROUND

Delta TRA Notice: This document represents a Delta Threat Risk Assessment (TRA) update for the
ARCHIMEDES Platform, completed during February—March 2026. It documents and assesses changes since
the baseline TRA (Version 1.0, dated 16-10-2025) and focuses the review on areas impacted by those
changes.

ARCHIMEDES is a state-of-the-art research infrastructure purpose-built to support the acquisition,
management, and analysis of complex brain—heart health data across multiple institutions. Developed
at McGill University, it serves as the technical backbone of the Brain-Heart Interconnect, bringing
together diverse data sources and research platforms into a unified, secure environment.

ARCHIMEDES is built upon a hierarchical data architecture that ensures flexibility and scalability:

e At its foundation is LORIS, a robust, multi-site, multi-timepoint data management system
supporting diverse data types—such as neuroimaging, genetics, and clinical records.

e LORIS powers platforms like C-BIG, The Neuro’s open science biobank and repository.

e ARCHIMEDES integrates and extends these capabilities to support complex, longitudinal brain—
heart studies.

As commissioned, Calian conducted an independent TRA as part of UOHI's ongoing security risk
management program. For this delta update, the objective is to confirm whether the baseline risks,
findings, and recommendations remain valid and to re-assess areas impacted by confirmed changes
since Version 1.0, including (as applicable) architecture, integrations, data flows, controls, operations,
and governance. The objectives of this TRA update are to:

e Provide information to enable UOHI and McGill University management to make informed
decisions on information security risks related to the platform.

e Assess the adequacy of the safeguards implemented by McGill University to protect sensitive
information and other assets with respect to the services being delivered through ARCHIMEDES
platform.

By conducting this TRA as stated above, UOHI and McGill University will be addressing the
confidentiality, integrity, and availability (CIA) of the in-scope assets when it comes to the management
and operation of the overall security of the solution.

The baseline assessment activities for Version 1.0 were executed during June—July 2025. This delta
update executed during February—April 2026 reflects a point-in-time review of the in-scope elements
impacted by changes since that baseline; where no material change was identified, the original
assessment results remain applicable.

Calian ITCS - Strictly Confidential - Page |1
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1.2

KEY STRENGTHS

During the course of this assessment, including documentation review and stakeholder interviews, the
following safeqguards and best practices were observed that contribute to the overall security posture of
the ARCHIMEDES platform.

The list below summarizes the key safeqguards that are implemented by McGill University:

10.

11.

12.

Defense-in-Depth Network Segmentation and Restricted Administrative Access — reduces
lateral movement and limits exposure of privileged pathways, lowering the likelihood and impact
of unauthorized access.

Secure Development Lifecycle (SDLC): Code Review, Version Control, and Security Testing
Practices — reduces introduction of vulnerabilities and supports timely remediation before
changes reach production.

Endpoint Protection and Full-Disk Encryption for Administrative Workstations — mitigates
malware and credential theft risks, and protects sensitive data if devices are lost, stolen, or
compromised.

Comprehensive Logging and Audit Trails to Support Monitoring and Forensics — improves
detection, investigation, and accountability by enabling event correlation and traceability of user
and administrative actions.

Controlled Change Management Across Development, Staging, and Production — reduces
misconfiguration and deployment risk by ensuring changes are reviewed, tested, and
recoverable (e.g., via rollback).

Session Management Controls (Timeouts, Account Lockout, and Failed-Login Protections) —
reduces account takeover risk and limits the window of opportunity for abuse of compromised
credentials.

Encryption-in-Transit for User Access and System-to-System Communications — protects
confidentiality and integrity of data exchanged across networks by reducing interception and
tampering risk.

Minimized Internet Exposure for Application and Database Infrastructure — reduces the external
attack surface by limiting reachable services to hardened entry points and internal administrative
pathways.

Web Application Firewall (WAF) and DDoS Mitigation for Public-Facing Services — reduces
availability and application-layer attack risk by filtering malicious traffic and absorbing
volumetric attacks.

Firewall Rule Governance and Reduced Attack Surface (Least-Privilege Ports/Services) — limits
exploitable pathways by restricting traffic to only what is required for operations.

Third-Party Risk Management Practices for Vendors and Service Providers — reduces supply-
chain and service-provider risk by setting baseline security expectations and accountability for
external parties.

Access Governance Practices (Role-Based Access, Reviews of Dormant/Privileged Accounts) —
helps ensure least privilege over time and reduces the risk of orphaned accounts, privilege creep,
and unauthorized data access.

Calian ITCS - Strictly Confidential - Page |2
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1.3 KEY FINDINGS

This section summarizes the cybersecurity findings identified during the delta Threat Risk Assessment
(TRA) update, focusing on vulnerabilities and control gaps that impact the in-scope ARCHIMEDES
platform components and related integrating systems/services.

During this assessment, including documentation review and stakeholder interviews, vulnerabilities were
identified and rated based on each finding’s exposure and severity. Detailed descriptions, supporting
rationale, and remediation recommendations are provided in the Threat Risk Assessment section
(Section 2.3), including the vulnerability and risk analysis tables.

The table below summarizes the key findings and their associated vulnerability ratings identified during
this TRA update.

») Vulnerability Description
S Lack of Formalized and Structured Cybersecurity Policies
2 Incomplete Incident Response Plan
3 No Defined RTOs and RPOs
4 No Penetration Testing Exercise Conducted
5 Lack of Backup Immutability
6 Lack of Targeted Cybersecurity Training
7 Multifactor Authentication Not Enforced
8 Lack of Centralized Security Event Monitoring (SIEM)
5 Reliance on Manual User Deprovisioning
10 Data at Rest Not Encrypted
Lack of Formalized and Documented Security Roles and Responsibilities Across
11 Institutions

Updated
Vulnerability
Rating

CalianITCS - Strictly Confidential -
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1.4 RISK ANALYSIS SUMMARY

This section summarizes the delta (change-focused) risk analysis results for the ARCHIMEDES platform.
Therisks identified are intended to highlight threat scenarios where, based on changes since the baseline
TRA (vi.0) and the current-state safequards, residual exposures remain and additional control
enhancements may be warranted.

Risk levels reflect both the likelihood of a threat scenario occurring and the potential impact should it
occur. Accordingly, the recommendations in this report are intended to address current residual risks
identified during this Delta TRA update, either by reducing the likelihood of occurrence, reducing impact,
or improving detection and response capabilities.

Based on the updated key findings and the risk analysis performed for this delta assessment, four (04)
risk scenarios were identified and are currently rated Low. These risks are considered manageable within
a continuous improvement and risk management plan. No High-risk scenario was identified during this
Delta TRA update.

The heat map below shows the identified risks associated with their likelihood and impact to calculate
the final risk rating:

R1 Privilege Misuse or Unauthorized Data Access
Service Disruption and Extended Downtime

Data breach or loss

SNEENE
~ w N

Delayed Detection / Uncoordinated Response to Security Incidents

Calian ITCS - Strictly Confidential - Page| 4



,"—s
ARCHIMEDES CALIAN.

Delta Threat Risk Assessment (TRA) Confidence. Engineered.

)
s
T
>
_
(]
2

v

“

2
=

T O

& I

=

c

[}

el

— 1

5 5

s 3

8 =

E

8 3

=

c S

[V}

-

o

o
2
(e}
|
>
_
]
2

Very Low Low Medium High Very High

Likelihood of Identified Risk Occurring

The quantification and evaluation of these specific risks are used to identify and evaluate actual and
potential safeguard enhancements for remediation. Using qualitative analysis, each vulnerability was
associated with the identified risk scenarios described in this section. The associated impact on assets
was combined with the likelihood of an event happening to determine the overall risk level associated
with the threat scenario compromising assets.

Risk Scenario Threat Agent

Likelihood
Risk Level

Privilege Misuse or Unauthorized
Data Access Insider Threat,

Contributing Vulnerabilities: External Attacker
V1, V6, V7, Vg, V10, V11

R1 Low Low

Calian ITCS - Strictly Confidential - Page|s
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Service Disruption and Extended
R Downtime External Attacker, L L
2 | Contributing Vulnerability: Natural Events ow ow
V2,V3, V4
Data breach or loss insider Th
R3 | Contributing Vulnerability: EX:Z'erI Attrae:IEle ; Low Low
V5, V10
Delayed Detection / Uncoordinated
Ry, Response to Security Incidents External Attacker Low Low
Contributing Vulnerabilities:
V1,V2,V4,Vs, V9, V10
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2 PROJECT SCOPE

2.1 IN-ScoPE

This section describes the solution components that are part of the Delta TRA scope. The scope of this
update is focused on assessing changes since the baseline TRA (v1.0) that may affect the security posture
of the ARCHIMEDES platform, including changes to architecture, integrations, data flows, and
implemented security controls. The assessment remains focused on security controls implemented by
McGill University/MCIN as the primary entity hosting and operating the environment and considers
partner institutions and third-party services insofar as they integrate with or impact ARCHIMEDES.

The following diagramiillustrates the architecture diagram of the application:

¢ Inscope for this delta update includes changes to: hosting and network topology;
authentication and authorization (including MFA and federation); encryption (in transit and at
rest); logging/monitoring and SIEM capabilities; backup, recovery, and DR testing; perimeter
protections (WAF/DDoS); integrations/APIs and data flows; identity lifecycle processes
(provisioning/deprovisioning); and third-party services that support ARCHIMEDES operations.

Royal enmop

XNAT, RedCap,

Shared Other Institution

Storage =K Mixed Datasels
Labkey RLAAT
De-ID & Transfer De-ID & Transfer De-ID & Transfer

/ AL ARCHIMEDES \

= McGill [m"f“ s 2

Controlled Access Layer for Multi-modal curation AP
o ey ngastio
NFE
@ i & % “

Crawler for Open Data

Ektraction Registered/Open Access Layer for Dissemination ‘

Y = D

Alliance of Canada User access &
Authentication

Digital Research %"
E‘;{é(?] L 8

Figure 1 — ARCHIMEDES High Level Architecture Diagram
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2.2 OuT-OF-SCOPE

The following systems, applications, activities, and environments are considered out of scope for this
Delta TRA update. This includes domains with no material change since the baseline assessment (v1.0),
or areas not assessed as part of the engagement objectives.

Security controls implemented and operated solely by partner institutions (or other external
parties) outside of the ARCHIMEDES hosting boundary, except where required to validate
integration touchpoints or shared responsibilities that materially affect ARCHIMEDES risk.
Alternative deployment scenarios beyond the environment assessed for this Delta TRA
update (e.g., future hosting models or architectures not yet implemented).

Assessment of solution architecture strictly for optimization/viability (i.e., performance or
design best-practice review) beyond what is necessary to assess security risk.

Independent validation of information provided during interviews and document reviews
beyond the evidence supplied during the engagement (i.e., this assessment is not an audit).
Physical security review of the sites where application, database, and storage infrastructure
are hosted.

Calian ITCS
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2.3

IDENTIFIED VULNERABILITIES AND ASSOCIATED RISKS

For the purposes of this Delta Threat Risk Assessment (TRA) update, a vulnerability is a residual weakness in the information system, system
security procedures, internal controls, or implementation that could be exploited or triggered by a threat. Vulnerabilities are inversely proportional to
safeguard effectiveness—i.e., as safeguards become more effective and consistently applied, residual vulnerabilities should decrease.

Arisk is a measure of the extent to which an entity and/or its assets may be harmed by a potential threat scenario; it is typically a function of impact
and likelihood. Having identified safeguards in the previous section and assessed their adequacy and effectiveness, the remaining (residual)
weaknesses observed during this delta reviewi.e., changes and control gaps identified since the baseline TRA (v1.0) are summarized in the table below.

V'IJIIDn' Description Residual Gap & Recommendation Residual Risk
Cybersecurity Policies — Previously Lack of Residual Risk:
Formalized and Structured Policies
While cybersecurity policies have
Updated Assessment been formally approved and
Since the initial TRA, MCIN has formalized and | operationalized, assurance
approved a comprehensive suite of cybersecurity | activities such as independent Risk reduced from
policies, notably the MCIN Cybersecurity Policy | compliance reviews or periodic Medium to Low
(SEC-01 v1.1, January 19, 2026) along with | internal audits are not yet fully
supporting policies for logging (SEC-09), training | established. Policy adherence is The original finding is
(SEC-05), penetration testing (SEC-04), incident | primarily validated through substantially
response (SEC-02/03), disaster recovery (SEC-07), | technical enforcement and remediated, with
: encryption (SEC-08), and roles and responsibilities | operational monitoring. residual risk relating
(SEC-06). primarily to
These policies now: Recommendation: governance maturity
e  Align with recognized frameworks rather than control
(ISO/IEC 27001 concepts, NIST-aligned Introduce periodic internal policy absence
domains), compliance reviews or targeted
e Define scope, control objectives, and control self-assessments to
responsibilities, strengthen governance assurance
e  Are operationalized via embedded and demonstrate ongoing policy
technical controls (RBAC, centralized effectiveness.
authentication, logging),
Calian ITCS - Strictly Confidential - Page|9g
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WO Description Residual Gap & Recommendation Residual Risk Re5|du?l Risk RI.SkS
ID Rating Associated

e Include review and version control
mechanisms.

Compliance is enforced primarily through technical
controls rather than manual attestation, with
continuous monitoring via logs and audit trails.

Incident Response — Previously Incomplete Residual Risk :

Incident Response Plan Incident response plans and
playbooks are mature and

Updated Assessment operational; however,

MCIN has finalized and operationalized: ARCHIMEDES-specific tabletop

exercises covering complex threat
e Incident Response Plan (SEC-02 v1.1) and scenarios have not yet been
e Incident Response Playbook (SEC-03 v1.1) | conducted on a recurring basis.

Risk reduced from

The incident lifecycle is now fully defined, including: | Recommendation: -
Medium to Low

e Preparation, Conduct scheduled
e Detection & Analysis, ARCHIMEDES-focused tabletop o
e Containment, exercises (e.g., ransomware, data The flnd!ng Is Iargely
2 e Eradication, breach scenarios) to further remediated, with R2, R4

residual risk focused
on maturity rather
than capability gaps

validate coordination, escalation
paths, and decision-making
consistency.

e  Recovery,
e  Post-incident review.

A formal Incident Response Team (IRT) structure,
escalation pathways, and coordination mechanisms
with McGill central IT are documented.

Incidents are tracked operationally using Redmine,
with escalation to McGill ServiceNow where
appropriate.

Testing and validation include:
e Real-world incident handling,

Calian ITCS - Strictly Confidential - Page| 10
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LA Description Residual Gap & Recommendation B Re5|du?l AL ) RI.SkS
ID Rating Associated
e Disaster recovery exercises,
e Defined tabletop exercises aligned to the
IRP testing cycle.
Although, there is lack incident-specific playbooks,
which guide the relevant personnel for effective
coordination and timely responses to real-world
incident scenarios such as phishing attacks,
ransomware, or insider threats. Without these,
decision-making and coordination during incidents
may be inconsistent or delayed.
Disaster Recovery — Previously No Defined RTOs Residual Risk:
and RPOs Recovery capabilities supporting
ARCHIMEDES have been validated
Updated Assessment through full restoration testing,
MCIN has demonstrated validated recovery | demonstrating recovery within
objectives through a full disaster recovery exercise | approximately two hours. While
conducted in October 2025, restoring systems and | these results serve as de facto RTO
data within approximately two hours. and RPO benchmarks, a formal Risk reduced from
Business Impact Assessment (BIA) Medium to Very Low
Rather than hypothetical targets: specific to ARCHIMEDES has not yet
3 e  RTOs and RPOs are now based on been documented to explicitly align The original concern R2
empirically validated recovery recovery objectives with service regarding undefined
performance, criticality and stakeholder recovery objectives is
e Recovery procedures are documented in expectations. resolved in practice
SEC-07 v1.1,
e  ARCHIMEDES recovery is expected to Recommendation:
meet or exceed tested benchmarks dueto | Document a lightweight
smaller data footprint_ ARCHIMEDES SPECiﬁC BIA and
formally record validated RTO and
RPO values within the Disaster
Recovery Plan, supported by
Calian ITCS - Strictly Confidential - Page |11
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Residual Risk
Rating

* Risks
Associated

R2, R4

R3

Vuln. o . . Residual Risk
:’Dn Description Residual Gap & Recommendation ESICUAaLIIS
Regular recovery testing is planned at 3—4 month | periodic, platform-specific recovery
intervals, ensuring alignment with evolving system | testing.
scale.
Penetration Testing — Previously No Penetration Residual Risk:
Testing Conducted Security assurance is maintained
through continuous vulnerability
Updated Assessment management, secure development
MCIN has: practices, and external security
e  Finalized the Penetration Testing Plan testing conducted by government
- . entities. However, a .
(SEC-04 v1.1), ) o L Risk reduced from
e Integrated security testinginto the comprehensive, independent .
. . Medium to Low
development lifecycle, penetration test scoped specifically
i i h -to- ARCHIMEDE . .
. Unciiergont? etxternal security teftlng by the | tothe ehd to er\d C S Control effectiveness is
Québec Ministry of Cybersecurity and production environment has not improved, with
4 Digital Affairs (Jan—Feb 2026). yet been performed. This may leave . ’
. e residual exposure
certain platform-specific attack .
ifi iliti i aths or chained vulnerabilities related to testing
Identified Vl',l|nerabl|ltle5 were documented, risk- :Dnsufficientl e cadence rather than
rated, and either: y . absence
e Remediated, or
e Scheduled for remediation under formal Recommendation:
tracking. Perform a full-scope penetration
test of the ARCHIMEDES production
Penetration testing is now positioned as: environment and integrate findings
e Event-driven (pre-release), into the formal remediation and
e Periodic (recurring security assurance). risk-tracking process.
Backup Immutability — Previously Lack of Backup Residual Risk: Risk reduced from
Immutability Immutability controls are fully Medium to Very Low
implemented across online and
3 Updated Assessment offline backups, supported by This finding can be
This finding is fully addressed. encryption, logging, and separation considered closed
MCIN has implemented: of custodianship. Residual risk is
Calian ITCS - Strictly Confidential - Page |12




ARCHIMEDES
Delta Threat Risk Assessment (TRA)

—
CALIAN.

Confidence. Engineered.

V:gn. Description Residual Gap & Recommendation R
e  Filesystem-level immutability for: limited to low-probability insider
o Databases, misuse scenarios requiring collusion
o VM backups, across multiple privileged roles,
o Bulk data backups, which are outside typical threat
e  Multiple encrypted off-site backups, models.
e Custody separation across senior roles,
eliminating single-person failure or misuse | Recommendation:
risk, Maintain current immutability
e Monitoring and audit controls to detect | controls and continue periodic
modification attempts. validation of backup integrity,
Immutability controls are applied consistently | access controls, and off-site storage
across on-site and off-site backups. custody.
Cybersecurity Training — Previously Lack of | Residual Risk:
Targeted Training Role-specific cybersecurity training
is implemented and tracked
Updated Assessment through defined programs (SEC-05).
MCIN has formalized and operationalized a | Residual risk remains due to natural
role-based cybersecurity training program (SEC-05 | variability in human behavior and
v1.1) covering: the absence of structured metrics .
e Developers, to measure training effectiveness R|sl.( reduced from
e  System administrators, over time (e.g., susceptibility to Medium to Very Low.
6 e IT support staff, social engineering). The finding is
e Researchers. . .
Recommendation: effectively remediated
Training includes: Augment the training program with
e Mandatory onboarding, periodic effectiveness evaluations,
e Annual refreshers, such as scenario-based assessments
o Rolespecific  content (e.g, system | ©F simulated phishing exercises.
hardening, incident handling),
e Central tracking and reporting.
Calian ITCS - Strictly Confidential - Page|13
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WO Description Residual Gap & Recommendation Residual Risk Re5|du?l Risk
ID Rating
ARCHIMEDES-specific training has already been
delivered (February 2026), with additional
privacy-focused sessions scheduled.
Multifactor Authentication — Previously MFA Not Residual Risk:
Enforced MFA is enforced for privileged
Updated Assessment administrative access and is in the
MFA is now: final stages of deployment for
e Enforced for all privileged administrative end-user access via federated
access via a dedicated MFA gateway. identity providers. During the
e Planned for full end-user enforcement via transition beriod. enforcement
institutional IdPs (OIDC), with completion P !
expected May 2026. strength may vary across
institutions, and automated .
Secure compensating controls exist for: workflows continue to rely on Rlsk;educed from
Medium to Low,
e  Automated workflows (SSH keys, scoped compensating controls such as trending toward Low
7 API tokens), d credential g
¢ Non-interactive service accounts. scoped credentials. upon full MFA
completion
Recommendation:
Complete end-user MFA
implementation and periodically
review service account
authentication mechanisms to
ensure adherence to least-privilege
principles.
CalianITCS - Strictly Confidential - Page | 14
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LA Description Residual Gap & Recommendation R Re5|du?l Risk
ID Rating
Centralized Security Monitoring — Previously No Residual Risk:
SIEM Centralized logging and security
monitoring using Wazuh and
Updated Assessment Graylog provide continuous
MCIN has deployed a centralized SIEM capability visibility and automated alerting.
using: However, detection capabilities are Risk reduced from
e  Wazuh for host-based monitoring and primarily rule-based, which may Medium to Low
security analytics, limit early identification of novel or
8 e Graylogforlogaggregation and low-frequency attack patterns. The primary gap is
pattern-based alerting. improved threat
Recommendation: hunting, not visibility
Monitoring is: Continue expanding SIEM
e Continuous, correlation rules and detection use
e Automated, cases aligned with ARCHIMEDES
e Integrated with incident response threat scenarios and consider
processes periodic threat-hunting activities
User Deprovisioning — Previously Reliance on | Residual Risk:
Manual Processes Federated identity integration
significantly reduces the risk of
Updated Assessment orphaned accounts, but some
User lifecycle management is now: deprovisioning workflows,
e Integrated with institutional identity | particularly for external
providers collaborators.—.retain manyal. Risk reduced from Low
9 e Supported by application-level controls elements. This introduces limited to Very Low
e Enhanced by time-bound access linked to | risk of delayed access revocation.
ethics approvals
e Moving toward greater automation via Recommendation:
0OIDC federation. Further automate access expiry and
continue periodic access reviews
for users not fully governed by
institutional identity providers.
Calian ITCS - Strictly Confidential - Page |15
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Residual Risk
Rating

V:gn. Description Residual Gap & Recommendation R
Encryption at Rest — Previously Not Encrypted Residual Risk:
Encryption at rest has been
Updated Assessment implemented using
Encryption at rest has been: industry-standard mechanisms for
e Implemented for databases (MariaDB both databases and bulk storage.
InnoDB encryption), Residual risk exists during final
e Implemented for bulk data storage production rollout and Risk reduced from
10 (encrypted ZFS pools), performance tuning phases, where Medium to Low
e Integrated with key separation, rotation, full enforcement may be staged. nearing closure
and backup encryption,
e  Formalized through SEC-08 v1.1. Recommendation:
Complete production deployment
and document encryption
enforcement as a standard
operational baseline.
Roles and Responsibilities — Previously Not Residual Risk:
Formally Defined Aformal RACI matrix defining
security roles and
Updated Assessment cross-institutional responsibilities is
MCIN has finalized a formal RACI matrix (SEC-06 in place. However, escalation paths
v1.1) defining: and coordination mechanisms have
. Ownersh|p.,. not yet bgen exercised extensively Risk reduced from
" e Accountability, through simulated or real . Medium to Low
e  Escalation paths, ARCHIMEDES-specific security
e  Cross-institutional security incidents.
responsibilities.
Recommendation:
This document aligns operational governance Validate roles and escalation paths
across McGill and partner institutions. during incident response exercises
to reinforce operational clarity and
accountability.
Calian ITCS - Strictly Confidential - Page| 16
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2.4 RISK ANALYSIS

Using qualitative analysis, each vulnerability was associated with the identified risk scenario described in
this section. The associated impact was combined with the likelihood to determine the overall risk level
associated with the threat scenario compromising assets.

The quantification and evaluation of these specific risks are used to identify and evaluate actual and
potential safeguard enhancements for remediation.

. oy Risk
Risk Statement Threat Agent | Impact | Likelihood Lel\s/el
Privilege Misuse or Unauthorized Data
R1 Access Insider Threat, Low Low
Contributing Vulnerabilities: External Attacker
V1, V6, V7, Vg, V10, V11
Service  Disruption  and Extended
Downtime External
R2 o . Attacker, Natural Low Low
Contributing Vulnerability: E
vents
V2,V3,Vv4
Data I:.)rea'ch or loss 3 Insider Threat,
R3 | Contributing Vulnerability: External Attacker Low Low
V5, V10
Delayed Detection / Uncoordinated
Ry Response to Security Incidents External Attacker Low Low
Contributing Vulnerabilities:
V1,V2,V4, V8, V9, V10

Table 6 — Identified Risks
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Based on the key identified findings, Calian was able to identify four (o4) risk scenarios which are
classified as LOW. These risks are considered manageable within a plan for the continuous improvement
and risk management for the integration systems. No High-Risk scenario was identified during the course
of engagement.

The heat map below shows the identified risks associated with their likelihood and impact to calculate
the final risk rating.

Identified Risks

Privilege Misuse or Unauthorized Data Access

Service Disruption and Extended Downtime

Data breach or loss

Delayed Detection / Uncoordinated Response to Security Incidents
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Very Low Low Medium High Very High

Likelihood of Identified Risk Occurring

For more information about the Risk Calculation Metrics, please refer to the Appendix D — Risk
Assessment Tables, and its subsections.
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APPENDIX A—PERSONNEL ENGAGED OR INTERVIEWED

TRA Interviewees

Name Company

Samir Das McGill University

Bryan Caron McGill University

Jodi Edwards IL;l]r;lc\I/til:cs;ty of Ottawa Heart
Patrick Bermudez McGill University

Reza Adalat McGill University

APPENDIX B—SOURCE DOCUMENTS LIST

The following documents were shared during the information-gathering sessions for analysis:

e ARCHIMEDES Response - Calian Questions March 10 - Delta TRA - 20260323 - o1.pdf
e Phase 2_Delta TRA - Part 2 - Information Summary - February 25, 2026.pdf

o  ARCHIMEDES TRA - Report 1.0.docx

e Production Website Recovery Test Log_20251007.pdf

e SEC-01 - MCIN Cybersecurity Policy - Version 1.1.pdf

e SEC-02 - MCIN Incident Response Plan - Version 1.1.pdf

e SEC-03 - MCIN Incident Response Playbook - Version 1.1.pdf

e SEC-04 - MCIN Penetration Testing Plan - Version 1.1.pdf

e SEC-o05 - MCIN Cybersecurity Training Plan - Version 1.1.pdf

e SEC-06 - ARCHIMEDES - Staff Roles and Responsibilities - Version 1.1.pdf

e SEC-o7- MCIN Disaster Recovery Plan - Version 1.1.pdf

e SEC-08- ARCHIMEDES - Data Encryption at Rest - Action Plan - Version 1.1.pdf

e SEC-09 - MCIN Log Management Policy for Infrastructure and Applications - Version 1.1.pdf

CalianITCS - Strictly Confidential - Page | 19



A
ARCHIMEDES CALIAN.

Delta Threat Risk Assessment (TRA) Confidence. Engineered.

APPENDIX C—TRA APPROACH & METHODOLOGY

C.1.INTRODUCTION

A TRA is a means to provide senior management of an organization with the necessary information to
make decisions on risk; this is based on a formal review of the information holdings and systems under
assessment. The identification and rating of the risk to the organization is derived from the classification
of the sensitivity of information and assets found in the Statement of Sensitivity, the inventory of
systems and the functions that form the core of the business in the system description; the assessment
of potential threats to the information and assets, and, ultimately, to the business; and the identification
and assessment of vulnerabilities in the administrative and organizational, personnel, facilities and
technical categories of the business.

C.2. METHODOLOGY

This TRA was conducted using a simplified methodology based on the Harmonized Threat and Risk
Assessment (HTRA) standard jointly developed by the RCMP and the CSE. Elements of the Government
of Ontario’s Ministry of Government Services (MGS) TRA methodology were also incorporated in the
assessment.

Phase 2 — Asset Phase 3 = Threat Phase 4 - Risk Phase 5 -

" . Identify Threats Identify Unacceptable
Scope Definition Aesat d emlﬁ"?a"on Assess ThreatLikelihood i ¥ Risks
Information gathering si:iietli\‘:;taﬂariua?;sﬂ = Assess Threat Gravity Compute Residual Risk Select Potential
Assign ThreatLevels Safeguards

Vulnerability List TRA Report

= |SOJ/IEC 27005:2008 Information technology -- Security techniques -- Information security risk
management

* |SO/IEC 27799:2008 Health informatics -- Information security management in health using
ISO/IEC 27002

= NIST SP80o0-30 Risk Management Guide for Information Technology Systems

IO RSO Statement of Sensitivity

Information gathering

Other international standards were also used such as:

Figure 2 — High-Level TRA Process
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C.3. PHASES DETAIL

The Threat Risk Assessment will include the following phases:

PHASE ACTIVITIES

Preparation Establish initial client information, validate assumptions, formalize
scope, define timelines, and methods of communication. More
specifically:

e Sign off contract and Non-Disclosure Agreement
e Kickoff Meeting

e Agree on logistics for secure document sharing and status update
reporting.

e Identify key stakeholders and project personnel.
e Schedule workshop sessions

e Develop Project Plan

e Request and Gather required documentation.

e Conduct information gathering sessions via interviews.

Asset Valuation Identify and Classify assets based on the following asset categories:

Tangibles, Services, Personnel and Intangibles.

Evaluate each asset with respect to its Confidentiality, Integrity and
Availability (CIA).

Threat Vulnerability Perform a focused risk assessment of system in scope and controls
Assessment defined under requirements. Document existing safeqguards against a
Cybersecurity Framework.

Identify Key Vulnerabilities against cybersecurity framework control
domains.

Assign vulnerability ratings for each Key Vulnerability based on
exposure/probability of compromise and the severity of the outcome.

Provide recommendations to address the identified vulnerabilities.

Risk Assessment Taking the output from the previous phases:

Conduct Risk Analysis.

Calculate residual risk rating based on impact and likelihood.

Recommendations Document the Key Strengths, Key Vulnerabilities, Risks and
Recommendations in a draft report.

Review the draft report with the client to analyze the findings.
Issue the Final TRA Report.
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APPENDIX D —RISK ASSESSMENT TABLES

D.1. ASSET SENSITIVITY AND CLASSIFICATION TOOL

Type of
Compromise

Loss orimpaired
decision-
making,
management
control or delay
of new
initiatives

Physical
(e.g.
staff)

Injury
harm to

Psychological
Injury

Reputational
damage

Financial loss
(e.g. fraud,
theft) or
penalties for
non-compliance
with regulations
and legislation

Very High

Injury Table

Injury Level

Medium

Severelossof | Serious loss of | _. . Moderate loss of | Minor loss of
Significant loss .

control control of control control (some | control  (minor

(critical (important components  of | components of
(some systems

systems and | systems and systems and | systems and
and processes

processes are | processes are | affected) processes are | processes are

affected) affected) affected) affected) or

Widespread Potential Loss . . Negligible or no

. ) Injury/lliness Discomfort 7
Loss of Life of Life jury/ injuries
Widespread ! Public Minor .
P Serious Stress y Negligible
Trauma Suspicion Embarrassment

Severe loss of

Major loss of

Significant loss

Moderate loss of

Negligible or

reputation reputation of reputation reputation Minor loss  of

impacting impacting impacting imp actin reputation

more  than | between 50% | between 25% P 9 impacting  less
between 5% and

75% of | and 75% of | and 50% of 25% of customers than 5%  of

customers customers customers 57 customers

Greater than Between Between $5ok | Between $5k and

$250k and Less than $5k
$500k sc00k and $250k $50k

D.2. THREAT MATRIX

Table 7 - Injury Table

Threat Origin

LLIEEE LLCEVTS (Accidental, Deliberate, Natural)
Fire Physical damage A, D,N
Water damage Physical damage A, D,N
Pollution Physical damage A, D,N
Major accident Physical damage A, D,N

Calian ITCS
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Threats

Threat Type

Threat Origin

(Accidental, Deliberate, Natural)

Destruction of Equipment or media | Physical damage A,D,N

Dust, corrosion, freezing Natural events A, D, N

Climatic phenomenon Natural events N

Seismic phenomenon Natural events N

Volcanic phenomenon Natural events N

Meteorological phenomenon Natural events N

Flood Natural events N

Failure of air-conditioning or water

supply Loss of Essential Services | A, D

Loss of power supply Loss of Essential Services | A, D, N

Failure of telecommunication

Equipment Loss of Essential Services | A, D
Disturbance due to

Electromagnetic radiation Radiation A D, N
Disturbance due to

Thermal radiation Radiation A D, N
Disturbance due to

Electromagnetic pulses Radiation A D, N

Interception of compromising Compromise of

interference signals Information D
Compromise of

Remote spying Information D
Compromise of

Eavesdropping Information D
Compromise of

Theft of media or documents Information D
Compromise of

Theft of Equipment Information D

Retrieval of recycled or discarded Compromise of

media Information D
Compromise of

Disclosure Information A D
Compromise of

Data from untrustworthy sources Information A, D
Compromise of

Tampering with hardware Information D
Compromise of

Tampering with software Information A D
Compromise of

Position detection Information D

Equipment failure Technical failures A

Equipment malfunction Technical failures A

Calian ITCS

- Strictly Confidential -
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Threat Origin

Threats Threat Type (Accidental, Deliberate, Natural)
Saturation of the information
system Technical failures A, D
Software malfunction Technical failures A
Breach of information system
maintainability Technical failures A D
Unauthorized use of equipment Unauthorized actions D
Fraudulent copying of software Unauthorized actions D
Use of counterfeit or copied
software Unauthorized actions A D
Corruption of data Unauthorized actions D
lllegal processing of data Unauthorized actions D
Errorin use Compromise of functions | A
Abuse of rights Compromise of functions | A, D
Forging of rights Compromise of functions | D
Denial of actions Compromise of functions | D
Breach of personnel availability Compromise of functions | A, D, N

Table 8—ISO/IEC 27005:2008 Threat Table
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D.3. RISK CALCULATION TOOLS

Table g — Risk Calculation and Tolerance Table

Low Medium High Very High

Potential Impact of Identified Risk

Very Low

Very Low Low Medium High Very High
Likelihood of Identified Risk Occurring
Rating Description:

\IaAs I |mmediate action required; Senior management needs to be involved

Management responsibility should be specific; Appropriate action must be taken

m Management responsibility should be specific; Action plan required

Managed by specific procedures and monitoring (Tolerable with monitoring)

Manage by routine procedures, no specific action required (Tolerable)
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Likelihood Probability Description

Vil This ev.ent is npt expected to occur in the near future®. May occur only in
(Rare) 0% tos5% | exceptional arcumstances (or?ce every 30 or more years.), (e.g. an
earthquake damaging the building, or meteors striking the office)
Low This event is possible but unIike.Iy to occur ir] the.near future. o
(Unlikely) 6% to20% | The event could occur at some time (e.g. Avian bird flu, power grid failure
impacting the operations of the data center)
Medium This event may occur in the near future. The event h?.-.lS chance ofo.ccurri.ng
(Probable) 21%to 50% | in the next two years (e.g. attempted theft of patient records, identity
theft, failure to restore backed up data)
This event is likely to occur in the near future. The event has happened in
I:ligh 51% to 80% the past, and .Wi|.| probably occur in mpst circumstances (e.g. theft of
(Likely) computers; misdirected FAX; unauthorized access to coded-PHI files,
folders or databases)
V(eA?rlnI:Isgth higherthan | This event will alrpost cert-ainly occur in the ne.ar future. The threat is
Certain) 80% expected to occur in most circumstances (e.g. a virus attack)
Table 10— Likelihood Definition Table
Sﬁ‘r’l:';:zl Description
Minimal impact on patient care or the business (e.g. localized virus infection that
Very Low impacts email transmission for one hour, access to purchasing system delayed for a
(Insignificant) | couple of hours, receipts can not be printed for a couple of ours, wait time for non-
critical patients extended by a few minutes)
Low No impact at all on health care delivery to patients. Negligible impact on the business
(Minor) (e.g. telephone services r.1ot operating.for an hour, or intern.al memos or telephone
numbers disclosed by accident to an unintended external audience)
Medium MOfierate impact to the patient or business that will nggatively impact reputatign,
(Moderate) patient confidence, and/or budgets (e.g. the theft of medical equipment or of an office
computer, online reports not accessible for an hour)
Severe impact to the patient or business that may cause operations to cease for a
High Period of time. There will be some Io.ss. of reputation, pat.ient confidence, a.nd/or
(Major) income (e.g., the loss of a laptop containing personal health information of patients,
when the laptop hard drive was not encrypted; unauthorized access to patient
information, transmission of coded-PHI by FAX or email to a wrong destination)
Very High The mo.st severe type of.impact to the patient or the busi|.1ess that will cause loss of
(Severe) reputathn, patient confidence, embarrassment, a{wd/or income. It may even b.e life
threatening. Recovery may take an extended period of time (e.g., the integrity of

!'In the next two years.
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Severity /

Description

Impact

patient information is compromised, resulting in an incorrect diagnosis, or incorrect

medication)

Table 11— Impact Definition Table

Delivery Budgetary Timeline Operational Reputation
Businessunit | Insignificant Insignificant Little Insignificant
Very Low should still deviation time interferenceon | effecton
(Insignificant) | meetdefined | frombudget increase to internal reputation
objectives delivery operations
Afew <10% < 5% time Minor Internal loss of
Low shortfallsin deviation increase to degradationin | reputation
. meeting from budget delivery operational
(Minor) , .
business timelines performance
objectives
Minor 10% to 20% 5% -10%time Major Some loss of
shortfalls in deviationfrom | increase to degradationin | reputation
meeting budget delivery operational among clients/
Medium bEts.ine.ss unit timelines performance/ | partners
(Moderate) objectives system
becomes
unavailable
for a brief
period
Major 20% to 40% 10% to 20% System Serious adverse
shortfalls in deviationfrom | time becomes attention
meeting budget increase to unavailable from clients,
High business unit delivery forasignificant | media, medical
(Major) objectives timelines period of time | establishment,
/SLAtargets and/or public
are
not met
Will not be > 4,0% >20%time Major outage Potential for
Very High abletomeet | deviation increase of critical reduction of
(Severe) business unit | from budget to delivery systems company
objectives timelines mandate
Table 12 — Impact Categories Table
CalianITCS - Strictly Confidential - Page | 27




A
ARCHIMEDES CALIAN.

Delta Threat Risk Assessment (TRA) Confidence. Engineered.

APPENDIX E—GLOSSARY OF TERMS

Term Description

A judicious and carefully considered assessment by the appropriate Designated
Approving Authority that an Information Technology (IT) activity or network meets
the minimum requirements of applicable security directives. The assessment should
take into account the value of IT assets; threats and vulnerabilities;
countermeasures and their efficiency in compensating for vulnerabilities; and
operational requirements.
The property that ensures that the actions of an entity may be traced uniquely to
that entity.
The management constraints; operational, administrative, and accountability
Administrative Security procedures and supplemental controls established to provide an acceptable level of
protection for information and assets.
A component or part of the total system or network to which the department
directly assigns a value to represent the level of importance to the "business" or
operations/operational mission of the department, and therefore warrants an
Asset appropriate level of protection. Asset types iincludeinformation, hardware,
communications equipment, firmware, documents/publications, environmental
equipment, people/staff, infrastructure, goodwill, money, income, organizational
integrity, customer confidence, services and organizational image.
The degree of confidence that the implemented security functions of an IT system
Assurance or product adequately enforce the system security policy. Alternatively, the degree
of confidence that the implemented system meets its stated security requirements.
The act of aggressively trying to bypass security controls on an IT system or
network. The fact that the attack is made does not mean it will succeed. Success

Acceptable Level of Risk

Accountability

Attack depends on the vulnerability of the system, network or activity and the
effectiveness of the safeguards in place.
Authentication The act of verifying the claimed identity of an entity.

The granting of rights, which includes the granting of access based on access
rights.
The accessibility of systems, programs, services and information to authorized
users when needed and without undue delay.
When any sensitive information and/or assets have been compromised. Without
Breach of Security restricting its scope, a breach may include compromise in circumstances that make
it probable that a breach has occurred.
A measure of a threat agent’s ability (including the level of effort required) to
successfully attack an asset by exploiting its vulnerabilities.
A determination that information requires a specific degree of protection against
Classification unauthorized disclosure together with a designation signifying that such a
determination has been made.
A violation of the security policy of a system or network such that an unauthorized
Compromise disclosure, modification, removal, interruption or destruction of sensitive
information may have occurred.
The property that information is not made available or disclosed to unauthorized
individuals, entities, or processes.
The management of changes made to a system's hardware, software, and
firmware and to the documentation that chronicles changes to the equipment,

Authorization

Availability

Capability

Confidentiality

Configuration Management
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Term Description

personnel and security systems throughout the development and operational life of

the system.

The maintenance of essential services for an information system after a major
Continuity of Operations | failure. Failure may result from natural causes (such as fire, flood or earthquakes) or

from deliberate events (such as sabotage).

The property that data is being handled as intended and has not been exposed to

DR Mgy accidental or intentional modification or destruction.

The prevention or delay of legitimate or authorized access, or the unauthorized

Denial of Service . . L .
withholding of critical information or resources.

Aviolation of the security policy of a system in which information has been made

Pl available to unauthorized entities.

A Demilitarized Zone (DMZ) is a computer host or small network inserted as a
DMZ "neutral zone" between a company's private network and the outside public
network. It prevents outside users from getting direct access to a server that has
company data.
. The transformation of readable data or information into an unreadable stream of

Encryption L . .
alpha/numeric using a reversible coding process.

Hacker(s) All people, criminal or otherwise, who penetrate computers or communications

networks with malicious intent.

A unique and perhaps auditable representation of each individual user within an IT
system, usually in the form of a string of characters (e.g., Login ID).

The attitude, value or perception impacting the organization, e.g., public
Intangible Asset confidence, goodwill, competitive advantage, morale, ethics, productivity or
loyalty. Create Tangible assets — physical assets such as computers software

Identification

The accuracy and completeness of information and assets and the authenticity of

Integrity transactions.
Rules, directives and practices that govern how assets, including sensitive
IT Security Policy information, are managed, protected and distributed within an organization and its
IT systems.
Likelihood The probability of a given event occurring.
Loss A quantitative measure of harm or deprivation resulting from a compromise.
Loss of Confidence The condition of losing faith in the organization's information and/or IT systems.

The condition of not being able to produce and/or deliver a specific service, or have
Loss of Service arequired service delayed to the point where it causes interference with normal

day-to-day activities.

Attained when the extent of security protection is commensurate with the cost of
Managed Risk implementing security measures and the risk: the likelihood of a breakdown in

security and the impact that it would have on a program.

A physical item of some value. This may include but is not limited to buildings or
Tangible Asset facilities within accommodations, furniture, supplies and IT equipment and/or
systems.

A measure combining the potential benefit to the threat agent, and the resources

Motivation available to the threat agent.
I A description of the type of authorized interactions a subject can have with an
Permissions . Lo . .
object. Permissions include: read, write, execute, add, modify, and delete.
The procedures established to ensure that all personnel who have access to any
Personnel Security sensitive information have the required authorities as well as all appropriate

clearances.
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Term

Physical Security

Privacy

Description

The application of physical barriers and control procedures to provide protection,
detection and response mechanisms used in the physical environment to control
access to sensitive information and assets.

The right of individuals to control or influence what information related to them
may be collected and stored and by whom and to whom that information may be
disclosed. Note: Because this term relates to the rights of individuals, it cannot be
very precise, and its use should be avoided except as a motivation for security.

Procedural Security

Approved management constraints; operational, administrative, and
accountability procedures; and other supplemental controls established to provide
protection for sensitive information.

The property of an IT system to maintain consistent, intended and trustworthy

el operation over a given period of time.
Residual Risk The risk that remains after safeguards have been selected and implemented.
Intuitively, the adverse effects that can result if a vulnerability is exploited or if a
Risk threat is actualized. In some contexts, a risk is a measure of the likelihood of

adverse effects or the product of the likelihood and the quantified consequences.
There is no standard definition. (Based on Computer Related Risks).

Risk Management

The process by which resources are planned, organized, directed, and controlled to
ensure the risk of operating a system remains within acceptable bounds at optimal
cost.

Safeguard(s)

The approved minimum security measure(s) and controls which, when correctly
employed, will prevent or reduce the risk of exploitation of specific vulnerability(ies)
which would compromise an IT system.

Security Screening

Security Officer

Security Requirement(s)

Sensitive Information

The type of personnel background check that, with a need to know, is required for
access to sensitive information and assets.

A person who is made responsible for the overall security of an IT system. (Note:
The security officer will normally consider physical, personnel and procedural
security.)

The specification of a security function(s) needed within an IT system, which if
satisfied will result in the IT system meeting its Target Residual Risk.

Information that requires protection due to the risk of loss or harm that could result
from inadvertent or deliberate disclosure, modification, or destruction. Examples of
this are the budget information. breach of confidentiality of personal information,
unauthorized modification of financial data, and release of pre

A measure of the degree of damage suffered as the result of an event. May be

Severity expressed as a percentage of the impacted assets or as a time interval.
S e Sy A des.criptior.w of thg confider?tiality, integrity and/or availa biIi'Fy requiremgnts
(SoS) associated with the information or assets stored or processed in or transmitted by
an IT system.
Any potential event or act that could cause one or more of the following to occur:
Threat unauthorized disclosure, destruction, removal, modification or interruption of

sensitive or critical information, assets or services. A threat can be natural,
deliberate or accidental.

Threat Scenario

A threat scenario describes how a specific threat could exploit a specific
vulnerability to cause harm. It's essentially a story of "who/what attacks, how they
do it, and what the impact could be."
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Term Description

A quantifiable, threat independent characteristic or attribute of any asset within a
system boundary or environment in which it operates and which increases the
Vulnerability probability of a threat event occurring and causing harm in terms of confidentiality,

availability and/or integrity, or increases the severity of the effects of a threat event
if it occurs.
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